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ABSTRACT

This paper presents a review of the literature on the use of
artificial neutral networks in digital watermarking. Digital
watermarking is a recent technology evolved to prevent illegal
copy or reproduction of digital content. Different neural
network based approaches have been categorized based on
their applications for embedding and extracting components
of watermarking.
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1. INTRODUCTION

The emergence of the Internet with rapid progress of
information technologies, digital contents are commonly seen
in our daily life distributed through the network. The digital
contents are easy to make an exact copy, illegal distribution
and copying of digital contents has become main concerns for
authors, publishers and legitimate owners of the contents [1].
There are several ways to protect digital content. One can
protect the content by encrypting it, but this avoids free
distribution and circulation of the content through the
network, which is most of the time not desirable to the author
of the content. Therefore, for the purpose of protecting the
content we use digital watermarking by which content should
not be encrypted or scrambled.

Steganography is the art and science of writing hidden
messages in such a way that no one, apart from the sender and
intended recipient, suspects the existence of the message, a
form of security through obscurity [2]. Steganography
conceals a hidden messages to a content but the existence of a
message is kept secret [3]. In another word, steganography is
a technique to conceal information into digital content files
for purposes such as secret communication and covert
channel.

Digital watermarking is a recent technology evolved to
prevent illegal copy or reproduction of digital content. Many
techniques based on spatial and frequency domain have been
developed in the recent past and are being used for effective
watermarking. However, there is always a tradeoff between
robustness and imperceptibility features of watermarking
offered by these techniques [10]. Digital watermarking is the
process of embedding information into a digital signal in a
way that it is difficult to remove [2]. The signal may be audio,
pictures or video, for example. If the signal is copied, then the
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information is also carried in the copy. A signal may carry
several different watermarks at the same time. In visible
watermarking, the information is visible in the picture or
video. In invisible watermarking, information is added as
digital data to audio, picture or video, but it cannot be
perceived as such [10]. There are many digital watermarking
and steganographic algorithms been proposed, but there are
difficulties to use one algorithm together with another because
each other obstruct the embedded information and causing
one to destroy another. But there is another method that does
not damage the target content; it has an ability to collaborate
with another algorithm to strengthen the security of
information hiding method. This characteristic is useful where
one already manage digital rights using one watermarking
algorithm or controls the file integrity using hash functions. If
one wishes to strengthen the robustness of watermark using
another algorithm, one must examine and assure that applying
the algorithm will not affect embedded watermarking signals
in advance. Furthermore, applying another watermarking
algorithm will alter the fingerprint of the content managed by
hash functions and forces administrator to recalculate a new
hash values after applying new watermarking algorithm,
which most of the time, result in higher calculation cost and
time. Because proposed methods do not affect the target
content at all, one can apply new watermark seamlessly
without altering the fingerprint using proposed method. [4]

The term neural network was traditionally used to refer to a
network or circuit of biological neurons. The modern usage of
the term often refers to artificial neural networks, which are
composed of artificial neurons or nodes. Artificial neural
networks may either be used to gain an understanding of
biological neural networks, or for solving artificial
intelligence problems without necessarily creating a model of
a real biological system. Artificial neural networks have been
applied successfully to speech recognition, image analysis and
adaptive control, in order to construct software agents or
autonomous robots [10].

From fig.1 the interval activity of the neuron can be shown to
be:
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The output of the neuron, y, would therefore be the outcome
of some activation function on the value of v,
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2. USE OF NEURAL NETWORK IN
DIGITAL WATERMARKING

Water marking is an approach to hide information into target
content and retrieve information from the target content
without damaging it. With this method, the use of neural
network is the key technique. The embedder adjusts a neural
network weights with desired hidden bit code to target content
by supervised learning of the neural network. This
conditioned neural network works as a classifier to recognize
a hidden bit pattern from the content which embedder
associates to the target content. Therefore, extractor uses this
neural network weights for extracting the hidden bit codes.
For the applications for digital watermarking and
steganography, this extraction keys must be shared among
embedder and extractor in order to extract a proper hidden bit
codes from the target content. Considering the difficulties for
secret key transportation, this method should be applied in
situations where the embedder and the extractor are same
person or use certification authorities to assure the integrity of
the key[4]. This method can be more secured by applying
message digest technique to the watermarked image.

Er. Ashish Bansal et al. proposed, Backpropagation Neural
Network is being used for training cover image fragments into
corresponding target watermark image fragments. Encoding
the watermark using the weights of Backpropagation network
has reduced the chances of watermark destruction with image
processing operations. The watermark image needs to be
supplied with the trained network weights to produce the
watermark output. As the target watermark image is
normalized with the help of random state key Rs which is
stored in the image itself, this is used for the authenticity
purpose. Results have revealed that a Backpropagation Neural
Network may be successfully employed to provide a
successful watermarking scheme by training the cover image
fragments for the corresponding target watermark image
fragments.[5]
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Fig 3: Extracting procedure

Yu et al. [6] introduced a process to introduce the training
process for a neural network memorizing the characteristics of
the relations between watermark and original image. The
signature S is retrieved by using the adaptive capability of the
trained neural network. This step is performed in the
watermark extraction phase. The original signature is
compared with this signature and identifies the copyright of
owner’s intellectual property. Full counterpropagation neural
network (FCNN) was used by Chuan-Yu Chang et al for
image watermarking [8].Neural networks have been suggested
as alternative approaches owning to high fault tolerance and
potential for adaptive training. The full counterpropatation
neural network is a supervised-learning network with capacity
of bidirectional mapping. This watermarking method
integrated the embedding and extraction procedure into a full
counterpropagation based neural network. The FCNN could
resist various attacks. In addition, the watermark embedding
procedure and extracting procedure is integrated into the
FCNN. By doing so, this approach simplifies traditional
procedures. The experimental results show that the application
achieved robustness, imperceptibility and authenticity in
digital watermarking. Maher EI Arbi et al. suggested video
watermarking based on neural network [7]. They propose a
novel digital video watermarking scheme based on multi
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resolution motion estimation and artificial neural network. A
multi resolution motion estimation algorithm was adopted to
preferentially allocate the watermark to coefficients
containing motion. In addition, embedding and extraction of
the watermark were based on the relationship between a
wavelet coefficient and its neighbor’s. A neural network was
given to memorize the relationships between coefficients in a
3x3 block of the image. Experimental results showed that
embedding watermark where picture content is moving is less
perceptible. Further, it showed that the scheme was robust
against common video processing attacks. Guohua Wu el al.
[9], suggested Counter propagation Neural Network (CNN)
based method for fast audio digital watermark. By making use
of the capabilities of memorization and fault tolerance in
CPN, watermark is memorized in the nerve cells of CPN. In
addition, they adopt a kind of architecture with an adaptive
number of parallel CPN to treat with each audio frame and the
corresponding watermark bit. Comparing with other
traditional methods by using CPN, it was largely improve the
efficiency for watermark embedding and correctness for
extracting, namely the speed of whole algorithm. The
extensive experimental results showed that, we can detect the
watermark exactly under most of attacks. This method
efficaciously trade off both the robustness and inaudibility of
the audio digital watermark.

3. CONCLUSION

In this paper, we have reviewed several methods which adopt
neural network approach for watermarking. Actually with
steganalysis, we can find the loop holes in our algorithm and
we can improve them. In digital watermarking, we can make
our algorithm more robust and fast with the help of the neural
approach. Imperceptibility and authenticity can be achieved
with neural network support in digital watermarking.

Proposed methods use different neural network models for
classifying the input patterns to corresponding hidden signals.

There is a lot of work that still needs to be done. Many other
watermarking schemes and algorithm will be included in this
research and extensive tests need to be done with larger
number of images.
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