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ABSTRACT

The wireless sensor network is used to solve problems in real
world such as industrial and environmental Sensing. There are
two types of Wireless Sensor Network, Mobile and Static.
They are the Wireless Sensor Network are prone to attacks.
The most prominent attack in Wireless Sensor Network is
node replication attack were the nodes are replicated virtually.
The replicated node captures the key or id of the node, makes
copies of the node in the network with the same id and may
cripple the entire network. It is even more difficult to detect
them if they are in a mobile network. The scheme proposed is
for a mobile Wireless Sensor Network where the location
makes the detection of replication attack even more
challenging. The proposed scheme will not only trace the
location using array of the locations in the mobile sensor
network, but also detect the replicas using multiple scenarios
such as id recognition and neighbor replica detection. The
scheme can efficiently detect and make way for defense in the
network.

1. INTRODUCTION

Wireless sensor networks is a network were the nodes or
sensor of the network senses the environment around
them.This sensed information is then sent to a base station
that is locally located or to a station remotely located. In case
of remote data transfers the data could be received by a local
station and can be forwarded or using a satellite or other
wireless transfers sending the data directly to the remote base
station. Wireless sensor networks can be of two types. One is
a static Wireless Sensor Network and another is a mobile
Wireless Sensor Network.In a static Wireless Sensor Network
the nodes in the network do not move. The mobile is a
scenario were thenodes of the network moves sensing the
environment. These sensor networks are used to monitor
environmental changes in places were the conditions are not
sustainable for prolonged existence of human, such as near the
volcanic mountain’s peaks, Antarctic areas were temperature
may be at subzero, or used in industries for monitoring of
instruments were it might be difficult for monitoring using
labor such as in nuclear plants, mines or in chemical factories,
in warfare were constant monitoring is difficult or impossible.

The Wireless Sensor Network also comes with disadvantages.
An unprotected network could be prone to different type of
attacks were the attacker tries to steal information or cripple
the network. There are different types of attacks. Some of
them are Denial of Service (were the attacker denies the
service of the node), Sybil attack (were the attacker steals a
key of the node, changes and releases many nodes with
different key or id virtually crippling the system) and node
replication attack (attacker steals the id or key, replicates them
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and launces them virtually over the network). In these the
Node Replication Attack is the most prominent one. Here the
attacker steals the cryptographic key used to identify the node,
copies and launches the node in the network thereby creating
virtual copies of the captured node, uses them to send false
data or to cripple the network so that either there is no sensing
network or there is no reliable information. This creates major
problems especially in warfare sensor network were the
monitoring is constantly required. For instance mobile sensor
network monitoring a group of mobile devices such as mines
setup in the field and if the hacker replicates them the real
mine cannot be identified. If it is on a large scale, there will be
no particular information about the mine. Thus there is a
necessity in protecting the sensor network for attacks.

— Sybil

One of the most .
serious attacks in WSN BN Node replication attack

2. EXISTING METHODS

There are several methods proposed for detection of node
replication attacks in wireless sensor networks. There are two
types of detection schemes. They are centralized and
distributed. Some of the proposed methods in distributed are
Randomized multicasting and line selected multicasting. Both
these algorithms are useful for detection of node replication
attack in wireless sensor networks in a small sector or area.
The centralized detection is useful for detection or node
replication attack in a large scale comprising of the entire
network. In both the algorithms, the nodes have a secret
encrypted ID where the encrypted id is sent or transmitted. In
distributed scheme the sender sends the id to the receiver
through their neighbors. If the receiver finds the id correct, the
next node sends the information. Ifit is not correct then a
defensive mechanism is launched.
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3. DISTRIBUTED DETECTION
SCEMES:

LINE SELECTED MULTICASTING

In case of line selected multicasting, the receiver and the
neighbor nodes which receive the id are preselected and send.
Here the information is encrypted and sent via the neighbor
the detection of replicas are simplified. If the neighbors
receive the id correctly the information is passed. If the
neighbors do not receive correctly the defensive mechanism is
called. The drawback is that if there is a large scale attack on
the network, the scheme is not efficient as the attack happens
in many places using the same id the nodes located remotely
might take the replica for a real node.

4. RANDOMIZED MULTICASTING

In the case of randomized multicasting, the sender and
receiver are selected according to the probability model. The
probability model will choose the neighbors for sending the
id. The encrypted id is sent through the neighbor. Here
detection can be simple. If the neighbor receives an id not
parallel with the model or receives multiple node claims to be
the same, the defensive mechanism is revoked. The drawback
is that if the probability model is known to the attacker, the
attacker can replicate the nodes without fear of detection. It is
also hard to implement on a very large scale.

5. CENTRALIZED DETECTION

The centralized detection scheme is a detection scheme where
the nodes in the network send their id to the centralized node
so that it can detect the replicas in the node and launch the
defense mechanism. This is efficient because it clearly
identifies the replicas. But the drawbacks are that the central
node if captured will lead to the destruction of the entire
network. If the central node is captured, sensed information of
the entire network is rendered useless as the attacker can now
replicate any number of times without detection. There is also
another problem. If the central node fails or is destroyed, it
leads to the failure of detection of entire network henceforth
the detection scheme fails.

The following table gives the information about the types of
current schemes proposed for detection of node replication
attack in wireless sensor network. The proposed scheme can
overcome the drawbacks in the current systems.

PROPOSED DESCRIPTION DRAWBACKS
SYSTEMS
centralized Nodes communicate failure in central
detection with a central node disables the
and send the id. network and if
central node is
captured the
scheme fails
randomized the nodes are selected if the probability
multicasting by probability model model is
(distributed)  and send via neighbors ~ compromised the
detection scheme
fails
line selected the nodes are selected Not efficient in
multicasting by preprocessed line detecting the
(distributed) selection method attack over a large
scale.
Sequential a centralized scheme Uses a lot of
Probability were the probability is power for
ratio test seq. considered by processing and
(hybrid) ratio costs more.

6. PROPOSED SCHEME

The scheme that is proposed will be a hybrid scheme
comprising both central and distributed detection schemes.
The network can have a large area for sensing. The area is
separated into ‘sectors’. Thus it is a distributed system. Each
sector has a central node were the nodes can send their id for
checking. Thus it is also a central in a sector wise analysis.
Then as it has both the central and the distributed detection
scheme hence it is a hybrid scheme.

Figl.1 shows the area for sensing and there are local sectors
were the sensing is required. Each local sector can have array
separated partitions were nodes can be present

The proposed scheme is separated into sectors. Each sector
has an array separation. Each array area or ‘cell’ can contain
one node. In the central portion of the array, a ‘central node’ a
node that sends, receives and process the data with each node.
Each sensor node has an inbuilt encrypted key or id. The
central node acts like a server (CmPUer seven 1t can send request
and receive data. The central node can act both as a node that
sensor the environment and also as a node which can detect
node replication attacks or it could be a dedicated node for
detection of node replication attack over the network.

FIG 1.1 sectors over the area.
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Figl.2 two sectors overlapping in a
crowded environment.

The sectors have a temporary node and using them the nodes
can be moved from one sector to another.

6.1 Detection method

The detection used a hybrid form were the central and
distributed schemes are combined. The local sector follows a
centralized scheme and the entire network has distributed
local sectors. An array tracking method is used to detect the
attack. The local sectors are separated into an array and the
array is used for giving the location id for the nodes. For
example the array are for a node can be 2, 3 denoting the
location. This is maintained by the central node. The central
nodes have a table of the location of the nodes in the array.
The central node sends a request for the id of the sensor. This
id is encrypted either using blowfish or using hashing
functions. The requested sensor sends back its ID. The id
send will contain the location of the node and its cryptic key.
Then after receiving the key, if it is correct, then the central
node will send the request of the nearby neighbor node
identified by the table present in the memory of the central
node. The neighbors will sense the node and send to the
center. This will prove that the node is present in the correct
location. If the neighbor check is not correct, the defensive
mechanism will be revoked. In this process if the center
receives more than 1 id a defensive mechanism is revoked.

In mobile networks, if the mobile has to move from place to
another in the array field, the node sends a request for
movement to the center. It will in the format of (present node
location, next node location; key). The central node updates
the location after sending the acknowledgement to the node
that is to be moved. It the movement is cancelled, the node
sends information to the central node.

6.2 Detection in central node attack:

There might be a possibility of replication of the central node
itself. In such a scenario the central nodes will use a
randomized scheme to detect if there are any replicas in them.
The central systems have a separate communication frequency
that is powerful enough to transmit it throughout the area of
WSN. If the central nodes are replicated, a defensive
mechanism is revoked.

7. CONCLUSION

Thus using three replica identification schemes in the single
scheme and tracing the location of each node, the replication
attack on wireless sensor network can be detected. This
scheme can be effective in wireless nodes in WSN. Although
the processing is complex in the system and so there might be
a requirement for a central node to be dedicated for
communication purpose this is better for mobile replication
attack and might be cost effective.
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