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ABSTRACT 
Credit card usage has been increased tremendously because of 

the popularity of E-commerce. As the usage of credit card 

grows the occurrence of fraudulent transactions also increases, 

thus comes the stipulation of fraud detection. Detection of 

fraudulent transaction using credit card plays a vital role in 

financial institutions. In the proposed work, fraud detection is 

done with data mining approaches. The parameters considered 

are transaction amount and transaction time. For every 

cardholder there is always a robust periodic pattern in the 

spending behaviour, centered on this fact the anomalies in the 

transaction are detected by analyzing the past history of 

transactions belonging to an individual cardholder. In this 

work two levels of detection methods are used. At the first 

level the fraud is detected by analyzing whether the new 

incoming transaction is fraud or not by using distance-based 

method. At the second level the next transaction is predicted 

by means of label-prediction methodology and compared with 

the actual transaction, if there is deviation then it is detected to 

be a fraudulent transaction. If the particular transaction is 

considered as a fraud then the cardholder is asked to continue 

the transaction by asking a secret question, if the cardholder 

does not give correct answer then the transaction will not be 

allowed to continue further. The approach used in the 

proposed work has also decreased the false positive situation 

and hence it is ensured that genuine transaction is not rejected. 

General Terms 

Data mining, false positive, fraudulent transactions. 

Keywords 

Fraud detection, distance-based method, label-prediction 

methodology. 

1. INTRODUCTION 
In an era of digitalization, credit card fraud detection has 

become excessive prominence to the financial institutions. 

Credit card fraud is using a person’s credit card by an 

unauthorized user for transactions while the actual card holder 

is not attentive to the fraud that has happened.  This fraud can 

be done in on-line via internet and in off-line by stolen credit 

cards. Fraud detection involves recognizing fraud as quickly 

as possible once it has been committed. Fraudsters are using 

refined methods to gain access to credit card data and 

perpetrate fraud, new technologies are available to detect and 

prevent fraudulent transactions. Data mining is widely used to 

combat frauds because of its efficacy. It is a pertinent method 

that takes data as input and produces models or patterns as 

output.  

In the proposed method, first module is implemented by 

outlier detection method based on distance-based method as in 

data mining; outlier detection is mostly done by distance 

measures.  Outlier is detected in the incoming new 

transaction. In the second module; time-series analysis is done 

and the prediction of next transaction is done and the 

deviation from the observed pattern if any is detected based 

on label-prediction methodology. The fraud is confirmed with 

the card holder by asking a secret question. 

2. RELATED WORK 
AbhinavSrivastava et al (2008) stated that Hidden Markov 

Model (HMM)[1] provides a pragmatic method of detecting 

the anomaly by analysing the spending pattern of the 

customer.  Basically HMM consists of sequence of states that 

works on Markov chain property. The input to the model is 

the observed sequence and the output is the probability for 

that sequence. For each cardholder HMM is trained and 

maintained. In HMM based approach there is an extreme 

decrease in the false positive rate. The objective of the system 

is to detect the anomaly during the transaction and then the 

fraud is confirmed with the cardholder by asking some secret 

questions. 

The fraud detection in credit card transaction is one of the 

important techniques in classification. Dipti Thakur and 

Shalini Bhatia (2009) provides a technique to perform 

classification using decision tree methodology[2] in data 

mining and also the rules are shared among different credit 

card companies without sharing the data using agent based 

classification.  

Trend offset analysis (TOA) is a local outlier-based 

supervised learning technique implemented for credit card 

fraud detection. It focuses on identifying pattern changes at an 

individual account level. TOA is used credit card fraud 

detection in such a way that a signature is assigned to each 

account based on the most recent transaction. Any significant 

deviation in current behavior from the assigned signature was 

used for outlier detection.  

In genetic approach a authentication mechanism is used while 

transaction is done, to secure cash card by asking secret 

question to user for verification in case of credit card & SMS 

feedback system for ATM transactions. It secures cash card 

from being cloned via skimmed device& providing more 

security during the transaction. This work shows AI, image 

Processing & data mining techniques are used for fraud 

prevention there by implementing as/which ask secret 

questions i.e. ATM feedback SMS system with reply and by 

thumb impressions instead of detecting a fraud, a fraud can 

also be prevented. 
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3. PROPOSED WORK 
By analysing the spending behaviour of the vendee the 

fraudulent activity is detected by two modules in the proposed 

work.  

Module 1 - Detecting whether the incoming 

transaction is an anomaly. 

Module 2 - Detecting anomaly by predicting the 

next transaction. 

3.1 Module 1 – Distance Based Method 
In data mining outlier detection is mostly based on distance 

measures. In first module, when the new transaction occurs it 

is compared with the analyzed spending pattern of the user. If 

the transaction amount exceeds a threshold value which is 

obtained during the analysis of previous transactions then the 

transaction is suspected to be a fraud and the secret question is 

asked from the user to allow continue the transaction. 

 

Fig 1: Module 1 – Data flow diagram 

3.1.1 Algorithm 

Step 1: Identify the vendee’s spending behaviour. 

Step 2: Find the centroid (x,y) where x is the mean of the 

transaction number and y is the    mean of the 

transaction amount 

Step 3: Find the distance between each point and the centroid 

using Euclidean distance formula[4]. 

Euclidean distance =                 , 

where i=1, 2, 3,……  Equation (1) 

Step 4: Fix the maximum distance as the threshold. 

Step 5: Now if a new transaction takes place repeat step 2 and 

3. 

Step 6: If the distance obtained is less than the threshold then 

the transaction is accepted else the transaction is 

rejected. 

Step 7: The fraud is confirmed with the cardholder by asking 

the secret code. 

Step 8: Update the threshold for every transaction. 

3.2 Module 2 – Label Prediction 

Methodology 
In second module, time-series analysis is used in which the 

data is recorded at regular intervals. In label-prediction 

methodology, every transaction is given a label as Low, 

Medium or High and the amount is clustered into low, 

medium and high and the transition probability is determined 

for each cluster. Two levels of anomaly detection can be 

obtained in this module. Initially the transaction amount is 

clustered using k-means clustering algorithm [1] and the 

anomaly is detected when the distance is high and then the 

incoming new transaction is compared with the predicted 

range of transaction by means of maximum transition 

probability, if there is any deviation then it is suspected to be 

fraud and the secret question is asked from the user to 

continue the transaction. 

 

Fig 2: Module 2 – Data flow diagram 

3.2.1 Algorithm 

Step 1: Identify the vendee’s spending behaviour. 

Step 2: Cluster the transaction amount of the vendee into three 

clusters: Low (L), Medium (M) and High (H) by   K-

Means clustering algorithm. At this level anomaly can 

be detected based on the distance.  

Step 3: Now the range of transaction is (H or M or L) is 

obtained for every transaction amount. 

Step 4: Determine the transition probability of each cluster. 

 
 

Fig 3: Transition Probability of Each cluster 
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Step 5: Obtain the maximum transition probability of each 

clusters. That is maximum transition from the cluster 

high is, medium or low. Similarly obtain for other 

clusters. 

Step 6: Now the range of the incoming new transaction is 

found and compared with the obtained maximum 

transition probability. 

Step 7: If the incoming transaction deviates from the predicted 

range then the transaction is rejected. 

Step 8: The fraud is confirmed with the cardholder by asking  

the secret code 

Step 9: Update the transition probability for every transaction. 

 

4. IMPLEMENTATION IDEA 
The implementation is, analyzing the spending behaviour of 

the cardholder and detecting the fraudulent activities if any. It 

is done by NetBeans and MySQL. The fraud detection system 

is implemented at the bank server. The system works for the 

transactions that are done during the online. The secret 

questions and the respective answers are collected from the 

cardholder during their registration for online transactions via 

credit card. The first 10 transactions are recorded in the 

database and analyzed by distance based method and label 

prediction method for every customers and from 11th 

transaction the fraud detection system works for every 

transaction that is done by the cardholder and if any fraud is 

detected, the cardholder’s transaction is blocked and the 

further transaction can be done only after answering the secret 

questions. 

 

5. CONCLUSION AND FUTURE WORK 
With an abundant growth in the credit card transactions, credit 

card fraud has become progressively extensive. In this paper, 

the credit card fraud detection is done by identifying the 

anomalies in the transaction with two parameters namely 

time, amount. The fraud is detected by analyzing the spending 

behaviour of the cardholder. But the spending behaviour 

changes over time due to the changes in the life time. Every 

customer is expected to have his or her own pattern in 

spending the amount and the pattern is also being observed in 

the time interval between one transaction and the other. Under 

such circumstances, when a transaction is made, discrepancies 

that occurred is compared with the previously analyzed 

spending behaviour of the cardholder and the transaction will 

be suspected as a fraud and secret question will be asked. 

Sometimes the genuine transactions will be blocked leading to 

false positive situation. In the proposed method such 

situations are overwhelmed. However in order to overcome 

this false positive situation the system should be trained by 

accepting many false positive situations. Further enhancement 

can be done by making this system secure and covering more 

aspects of human behaviour like tracking the spending 

location of the card holder during direct mode purchase.The 

location of the cardholder can be tracked from the database in 

which the particular card holder’s details are stored.  If there 

is any huge difference in the location where the transaction 

takes place then it can be suspected as fraud. 
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