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ABSTRACT 

Cloud computing is one of the emerging technologies where 

resources are provided on pay as you go basis. It is an 

efficient solution for the fast storage and retrieval of data. It is 

more than simple internet. The main concepts of cloud 

computing are confidentiality, integrity, availability, 

authenticity and privacy. The main issues to be concerned 

about the growth of cloud are security and privacy. It is 

important to preserve the data, as well as, privacy of users. 

One of the factors to preserve data is access control. Access 

control provides privileges to users on their data and protects 

it from unauthorised users. Access control is widely used in 

the medical field in which the access to patient’s record is 

granted only to the scheduler and the concerned doctor. In 

simpler words, access control is the prevention of 

unauthorised use of resource. Confidentiality and efficiency 

must be maintained when access control is given for the 

system resources. So a number of algorithms are introduced 

and are implemented in the access control methods. This 

paper deals with one of the access control mechanisms and the 

algorithm implemented in it. 

General Terms 

Cloud computing, storage, encryption, cipher text, decryption. 

Keywords 

Security, privacy, access control, cp-abe, bit exchange 

method. 

1. INTRODUCTION 
The composition of cloud consists of five essential 

characteristics, four deployment models and three service 

models. Some of the advantages of cloud are cost efficiency, 

unlimited storage, backup & recovery and ease access to 

information.  Some of the key factors are security of the data, 

privacy protection, and reliability. Privacy protection is not 

more than a technical issue but it is more than of a policy and 

legal issue. Policies are required to be framed to conform to 

the legal framework protecting the privacy of individuals and 

organisations. In order to protect our data from the attacks, 

one of the security policies is access control that denies or  

grants access to the system. For achieving access control and 

keeping data confidential, the data owners could adopt 

attribute-based encryption to encrypt the stored data. The 

Scope of this paper is to enhance the security of the cloud 

system by using cipher text keys with bit exchanging method 

for transferring files across various users more efficiently. 

This prevents illegitimate users from accessing cloud system. 

2. REVIEW OF LITERATURE 
[3] gives a basic introduction of cloud computing with its 

deployment models and service models; gives idea of how to 

frame privacy as a suitable policy. Cloud based computing 

architecture to preserve data and privacy of users  local 

information is proposed and  information about how the 

government intercepts with the user data and also tries to 

explain the parameters of privacy in cloud such as data 

confidentiality, privacy etc.[2]. [5] gives brief description 

about institutional and technological environment facing cloud 

which includes problems in vulnerability, nature of 

architecture etc. [6] analyses the challenges posed by cloud 

computing to mitigate the privacy risks in cloud and describes 

briefly the main privacy challenges of cloud. The 

Government, institutions and technologies faced many 

problems regarding the security in cloud[2][5]. Many privacy 

challenges are faced by the software engineers with cloud. 

Since lots of companies and organisations are adding cloud 

services to their databases, it is a key challenge for the 

software engineers to design the cloud services in such a way 

that it reduces privacy risks. [1] .Some scenarios of privacy 

threats are given and some techniques to preserve the privacy 

were proposed [1][3]. 

3. ACCESS CONTROL IN CLOUD 
Privacy refers to confidentiality of information. Each user has 

rights to control their information. Since the users do not 

about the details of where their data is physically located, it 

poses a major threat of privacy. The importance of preventing 

users from interfering each other on shared systems was 

realized in the early stages and corresponding access control 

methods were developed. It identifies unauthorized users. 

There are many access control models. These access control 

methods are effective in unchangeable distributed system.  
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Figure 1: Access Control Function 
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4. ROLE BASED ACCESS CONTROL 

(RBAC) 
In RBAC, the decisions are based on the user responsibilities 

and roles within the cloud. The role for the user is assigned 

based on the least privilege concept – i.e. the role with the 

least amount of permissions or functionalities that is necessary 

for the job to be done. This method is implemented in three 

ways based on the design constraint. They are RBAC0, 

RBAC1, RBAC2 and RBAC3. RBAC0 is based on the least 

privileges. RBAC1 is based on the use of hierarchies and 

RBAC2 is based on the hierarchy within the RBAC1. RBAC3 

is based on the both constraints and hierarchy. At the same 

time, the users can execute multiple roles. In some cases the 

only one role can be assigned to one user and it recognize the 

same roles to other users jointly. It is proven that this method 

is more efficient than DAC and MAC. In this method also, the 

users are assigned roles based on the user identity. RBAC 

permissions are associated with roles and users are assigned to 

appropriate roles. Only the administrator has the authorisation 

to create roles and grant permission for those roles. Without 

RBAC, it is not possible to find what permissions assigned for 

which users. RBAC can be implemented based on the user-

pull architecture and server-pull architecture. User-pull 

architecture means user pulls their roles from server and 

server-pull architecture means web server pulls their roles 

from the server. Comparing the advantages and disadvantages, 

RBAC is considered as the best model of the three identity 

based access controls methods. In order to reduce the 

difficulty in assigning roles to users, CP-ABE algorithm is 

implemented. 

 

 

 

 

 

 

 

Figure 2: Role Based Access Control 

5. CIPHER TEXT POLICY ATTRIBUTE 

BASED ENCRYPTION METHOD 
Cloud computing is a new computing technology and has 

many security and privacy issues. The users should ensure that 

the confidentiality of data is maintained in a proper manner 

from outsiders and other competitors. During the encryption, 

the access policies may not be flexible enough as well. So a 

number of algorithms are introduced and are implemented in 

the access control methods. Some of the algorithms are 

Attribute-based Encryption (ABE), Attribute-Set-based 

Encryption (ASBE), Hierarchical Attribute-Set-based 

Encryption (HASBE), Key Policy Attribute-based Encryption 

(KP-ABE) and Cipher text Policy Attribute-based Encryption 

(CP-ABE). In distributed systems, the data can be accessed 

only if the users have a certain set of attributes.  This can be 

achieved if the data is stored in a trusted server with specific 

constraints to it. But in this case, confidentiality will be lost. 

In the traditional mechanism, the user’s public key is used to 

encrypt the data. The data is uploaded in the cloud after 

encrypting it with the user’s public key. When required, the 

user can download the file by decrypting it using his generated 

secret key. Some of the problems faced in this method are that 

if the owner wants the data, he should get the public key from 

the user and the same data is encrypted with multiple public 

keys which results in wasting of storage space. Unlike the 

traditional method, in which the cipher text are encrypted to 

one particular user, ABE(Attribute based Encryption) has both 

cipher texts and users’ decryption keys are associated with a 

set of attributes. The cipher text can be decrypted by the user 

only if there is a match between the decryption key and the 

cipher text. The ABE scheme has entities authority, sender 

and receiver. The function of the authority is to generate keys 

according to the attributes for the usage of encryption and 

decryption and the generation of keys are made of attributes. 

The primary advantage of ABE is key strength, which enable 

users to have a stronger encryption, than other encryption 

algorithms. Also ABE has some disadvantages in its practical 

uses which consumed large amounts of user’s energy, may be 
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unrealistic, which hinder the applicability and popularity of 

ABE to secure data on cloud. 

This scheme is categorised as key-policy attribute-based 

encryption (KP-ABE) and cipher text-policy attribute-based 

encryption (CP-ABE). Cipher-text policy attribute based 

encryption is one of the best methods to be implemented in 

the access methods due to its expressiveness.To solve the 

challenging problem of secure data sharing in cloud 

computing,Cipher text-policy attribute-based encryption (CP-

ABE) has been a preferred encryption technology. Attributes 

that are attached to the secret keyplays an important role in 

cp-abe. The attributes change dynamically. They never remain 

static. CP-ABE algorithm is used to generate a public key to 

encrypt the data and a secret key which contains the attributes 

to decrypt the data and it restricts access to data for unknown 

users. By using this method, data can be protected in an 

encrypted format in even in an untrusted server. Cipher text is 

associated with a set of attributes. Only when the user satisfies 

the required attributes, he can decrypt it. In this method, 

access policy is used. Access policy is restricting the users 

from accessing the data. Two logical gates are engages in 

access policy. They are AND and OR gates. When the number 

of attributes goes on increasing, the security should be 

increased which results in need of larger decrypt keys. Using 

larger decrypt keys is not a good idea. So cp-abe is used. The 

access policy here is completely based on permission 

relationship where the relationship is between user attributes 

and resource attributes. 

6. CP-ABE IN RBAC 
When using the role based access control method, CP-ABE 

can be implemented in it for security purposes. The 

permissions which are assigned to a role during its creation 

should be verified; a single role may be given two or more 

permissions also. Clustering can be done among the users. 

Fine grained permission assignment should be created for role 

based access structure. The important functions are user 

assignment for role and Permission assignment for user. User 

assignment for role: This function is used to identify users for 

a particular role. The operations such as union, intersection, 

compliment, membership can be used. Permission assignment 

for user: This function is to assign permissions for the roles in 

an organisation. Any number of permissions can be granted 

based on the role. Let us consider an example. Let A be a 

medical university and B be a hospital. The hospital B wanted 

to increase their popularity. So it wants all the university 

professors to know about its research in a specialisation, say 

neurology. Now the hospital encrypts the data and gives 

access only to the professors who are in neurology 

department. To decrypt the data, the users should have the 

attributes. Here, the CP-ABE method is implemented. Any 

professor can access that data if and only if he has the 

attributes access to it. So the main concept here is that only 

when the users have the attributes to access the data, they can 

decrypt it. The user can never access the data if he misses the 

attribute. 

Even though CP-ABE has many powerful mechanisms, it has 

its own drawbacks. Some of them are lack of proper 

encryption, duplicate or mischievous data into the file etc. The 

main disadvantages of CP-ABE are that it requires more 

efficiency and non-existence of attribute revocation 

mechanism. In order to increase the efficiency in encrypt the 

data, bit exchange method is implemented along with it. 

7. BIT EXCHANGE METHOD 
 

Algorithm: Bit exchange method to increase the efficiency 

in encrypting the data 

 

Step 1: Convert each byte of the secret data into 8 bit format. 

Step 2: Apply right bit shift operation to the converted data. 

Step 3: Split the resultant into two 4 bits value. 

Step 4: Perform XOR operation for the two numbers. 

All the steps are repeated until all the secret data is encrypted. 

The main advantages of bit exchange method are High 

security, easy for implementation and produces lossless 

component. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3 reveals the encryption and decryption process 

employed in CP-ABE method. The owner, consumer and the 

access/service provider are given the attributes to access based 

on their roles. The provider has the entire privilege to provide 

access to the consumer. Any number of files can be uploaded 

by the data owner and the files can be of any size. So, the 

efficiency of encrypting the large files reduces gradually. In 

order to have a good efficiency, the bit exchange method is 

realised. The scheme is implemented over the integers. It can 

be applied to ensure data confidentiality and fine grained 

access control. The advantages of this system are it prevents 
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malicious users to access or delegate the deployed files and 

Fine grained access control over traditional systems. 

In cloud computing, the data owner wants to share the data 

from the cloud in the sense owner encrypt the data then 

uploaded into the cloud storage. In order to avoid the 

unauthorised user to access the cloud data, all the sensitive 

data are encrypted. Users need to encrypt their data before 

being shared to avoid leakage of data. Access control is 

paramount as it is the first line of defence that prevents 

unauthorized access to the shared data. 

The input design mainly focuses on controlling the amount of 

input required,error control, delay avoidance, avoiding extra 

steps and keeping the process simple. To provide security and 

ease of use with retaining the privacy, a good input method is 

designed. 

A quality output is one, which meets the requirements of the 

end user and presents the information clearly. Efficient and 

intelligent output design is laid to improve the system’s 

relationship to help user decision-making. 

The analysis of the experiment shows that it has four phases 

.The setup, encryption, key-generation and finally the 

decryption. In the setup phase, the algorithm takes as input a 

security parameter K and returns the public key PK as well as 

a system master secret key MK. PK is used for encryption by 

the users who sends message. MK is known only to the 

authority and used for secret key generation. 

In the algorithm, the inputs for the encryption phase are public 

parameter PK, a message M, and an access structure T. The 

output of the encryption phase is cipher text CT.  

In the third phase, algorithm takes as input a set of attributes 

associated with the user and the master secret key MK. If the 

attributes matches T,it outputs a secret key SK that enables the 

user to decrypt a message encrypted under an access tree 

structure T.  

Decryption, which is the last phase takes as input the cipher 

text CT and a secret key SK for an attributes set. If the secret 

key SK satisfies the access structure associated with the cipher 

text CT, it returns the message M. 

Cipher text-policy attribute based encryption (CP-ABE) is one 

of feasible schemes which has much more flexibility and is 

more suitable for general applications. The shared files usually 

have hierarchical structure. That is, a group of files are divided 

into a number of hierarchy subgroups located at different 

access levels. If the files in the same hierarchical structure 

could be encrypted by an integrated access structure, the 

storage cost of cipher text and time cost of encryption could 

be saved. 

Since there are some privacy threats in protecting data in 

cloud, access control methods are used. One such method is 

Role based access control which has a major disadvantage in 

protecting the data and providing privileges for large number 

of roles. In order to overcome this problem, CP-ABE 

algorithm is implemented. To achieve greater efficiency in 

protecting the data, Bit Exchange Method is employed. 

8. CONCLUSION 
This paper gives a conclusion by stating that CP-ABE 

algorithm with Bit Exchange Method in Role Based Access 

Controls policy is better than the other existing policies. It is 

effective to secure the data that are highly confidential and 

provides greater efficiency. It does not mean that the other 

access control methods cannot be given lesser importance. 

Based on the importance of the data, the access control 

methods can be implemented for providing the security and 

privacy to the users. This method provides more security to 

data if CP-ABE algorithm is applied with Bit Exchange 

Method.The costs of the computation and communication 

consumption show that the scheme is practical in the cloud 

computing. Thus, it can be applied to ensure the data 

confidentiality, the fine-grained access control and the 

verifiable delegation in cloud. 

 

As the technology is improving day by day, there is a 

possibility to break the encrypted code in which the most 

efficient attack is still brute force. So there is another 

algorithm called the DES algorithm which also provides 

higher efficiency. DES is a 64 bit block cipher which means 

that it can encrypt data 64 bits at a time. The extended work of 

this paper is to find how much efficiency does DES algorithm 

gives and to compare both the implementation. As a result of 

the comparison, the method with the greater efficiency can be 

found and applied in the required real time applications, which 

will be greatly used to increase the reliability and safety of the 

data. 
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