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ABSTRACT

Security is the main concern in Mobile Ad Hoc Networks
(MANETs). There are numerous malicious activities
performed on single as well as multi-layer of the MANET.
Unlike specific layer attacks, the multi-layer attacks are
intelligent, since they can coordinate the misbehaving
activities in various layers and launch further sophisticated
attacks. Most of the research works have focused only on the
specific layer attacks. However, there is little progress in
providing secure communication against multi-layer attacks.
The security against impersonation attack is difficult and to
provide the multi-layer protection becomes crucial. To meet
the security requirements, several security algorithms have
been proposed. However, solutions to the impersonation
attack are still incomplete. The routing behavior analysis is
insufficient to provide multi-layer protection against
impersonation attack, and thus the cryptographic mechanism
is widely used for providing authentication and preventing
impersonation in MANET. This work conducts a survey on
network attacks and conventional security solutions with its
advantages and limitations. Finally, this work explores the
complexities of symmetric, asymmetric, and group key
management.
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1. INTRODUCTION

Wireless Mobile Adhoc Networks (MANETS) are popular
and receives a great deal of attention in wireless
communication, due to its easy deployment with low cost.
The MANETs form a self-organized network in a shared
wireless medium without the aid of permanent infrastructure.
The shared wireless medium as well as lack of design to
monitor the traffic and accessibility lead to the security threats
at all layers of MANET [1]. The defense mechanism against
network attacks has to consider the most important design
goals like availability, reliability, resiliency, and self-healing.
The availability defines the possibility of service access that
ensures the data delivery at any time even in the face of
attacks. The interrelated factors to the service availability are
resilience and self-healing. The term resilience denotes the
attack tolerance and the ability of the network to continuously
offer uninterrupted services to the users. The self-healing is
the ability of recovering the network from security threats.
The multi-layer attack can coordinate the misbehaving
activities in various layers to achieve their goal. This leads the
multi-layer attack to launch further sophisticated attacks. For
example, the impersonation attack captures the physical node
and compromises its secrets, such as cryptographic keys [6].
After compromisation, the attackers can spread malicious
data, drop the data, modify the data, and know others secret
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data easily. Moreover, the impersonation attacks reduce the
probability of attacker detection due to the compromisation.
Several defense mechanisms have been proposed for
impersonation attack at different layers. The defense
techniques can be categorized into proactive and reactive. The
proactive defense techniques are deployed before the attacks
are launched in the network, whereas the reactive defense
techniques come into action during an attack. The example of
proactive defense techniques is as follows: In MANET, the
purpose of the confidentiality and integrity is to initialize and
deliver the data in a secure manner using cryptosystem. The
secure cryptosystem provides a unique identity to each user
and verifies the credentials of the users during communication
[3]. This is then maintained by the secure key management.
Using the keys, the nodes encrypt the transmitted data and
ensure the data confidentiality. The example of reactive
defense mechanisms is an Intrusion Detection System (IDS)
and trust. It can identify the attacks that can pass through the
proactive defense mechanism.An IDS in MANET is
independent of the network specifications, and it is designed
without involving it in the routing activities of a node [4]. The
data delivery reliability assurance is provided in network layer
using trust measurement. The concept of trust defines the
belief level of a node based on the routing behavior [5].

2. LITERATURE REVIEW

Security is a main issue that needs to be considered in
wireless communication. The MANET is vulnerable to
different attacks, due to the wireless medium and adhoc
nature. The network attacks are classified into active and
passive attacks and both of them can be launched in various
layers as shown in figure: 1. The active attacks are further
classified into internal and external. The compromised nodes
internally initiate attacks in the network, named as internal
attack, whereas in external attack, the nodes that do not
belong to the network attack the communication [2]. The
detection of internal attacks is more complex than the external
attacks.

In physical layer, the MANET is vulnerable to the routing
attacks of jamming and tampering. For example, jamming
attack transmits a noise signal continuously to confuse the
normal radio signal. Some of the jamming attackers only
generate the noise signal, when a particular legitimate node
starts to use the radio device [6]. In addition, in some remote
areas the attackers have ability to tamper with the device, due
to the insecure installation and can extract the secret
information.

In MAC layer, many types of attacks can be launched, for
example Denial of Service (DOS) and MAC target attack like
spoofing and MAC jamming [7]. When the device installed
with a single interface, the DOS attacks transmit the spurious
packets and keep the channel of device busy always. This
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results in high energy consumption and interrupting the
legitimate device communication in the network. The MAC
layer is affected by the passive layer attack such as traffic
analysis.

In the first way, the attackers can initiate the route discovery
process maliciously with the destination IP address, but it does
not belong to the network. Thus, the RREQ is broadcast
continuously until the Time To Live (TTL) expires, since no
one have the route for the destination node with a fake IP
address. Another way is to increase the TTL, which highly
consumes the node energy in the network, resulting in
premature network dead. The significant attacks such as

black-hole, gray-hole, and worm-hole target the data
forwarding phase. A black hole node is an attack and it
brilliantly attracts the data flows in the network through it by
always giving a positive response to forward the packets to
the destination. After initiating the transmission, the black-
hole attackers drops all the packets routed through it. A gray
hole is a variant of the black-hole attackers, since it partially
drop the data packets. A worm-hole attack makes tunnels with
other attack and these colluding devices disrupts the packet
routing by dropping the packets.
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Figure 1: Classification of Attacks at various Layers of MANET
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The transport layer is vulnerable to the variant of DOS attack
such as SYN flooding attack. The attackers transmit a request
of SYN towards the target node and create a large number of
traffic flows with legitimate node. It consumes a lot of battery
energy to make a system to dead soon.

The repudiation attack denies the activities performed at the
application layer. Moreover, the application layer is also
vulnerable to the viruses, worms and malicious codes.

2.1 Risk of Multi-Layer Attacks

Multi-layer attacks can exist in any layer of the network and,
impersonation and DOS are the examples of multi-layer attack
in MANET. The impersonation attacks are launched by
spoofing or compromising the legitimate devices in the
network [10,11]. The attackers exploit the identify of others,
such as MAC address as well as the IP address used in the
network layer. The nature of the wireless medium eases the
attackers to spoof the MAC identifiers. Once the attackers
spoof the MAC address, the detection systems are failed.
Since, the security weakness of conventional detection
systems in MANET is the consideration of MAC addresses in
detecting attacks. Moreover, the impersonation attack is the
primary step to carry out further network attacks with the aim
of disturbing the network activities. According to the usage of
impersonated nodes in the network activities, the attackers can
reconfigure and remove the security measures and thus other
attacks can easily attack the network. For example, the Sybil
attack can be launched in the network with the support of
impersonation attack.

The Sybil attacker participates in the route discovery phase to
locate it in different routing paths between a single source and
destination [12]. In this way, the attacker compromises other
nodes and, creates routing loops as well as dead ends in the
alternative routes. Under the Sybil attack, an attacker can
exploit one or more fake or others identities to disturb and
deteriorates the network performance. If the communicating
devices authenticate each other using predetermined
cryptographic mechanism, the Sybil attacks can be prevented
by the intrusion detection systems. Instead of partial

compromization, if the Sybil attackers compromise all the
secrets of legitimate devices the attackers are free to perform
the malicious activities even if the nodes are authenticated
using cryptosystem. Using the impersonation attack, another
attack entered into the network is invisible node attack. In a
MANET, the communication is established using the route
request broadcasting. This leads the MANET routing
protocols subject to the Invisible Node attack. The
invisiblenode is involved in the packet routing without
revealing its presence in the path. The invisible node silently
involves in data forwarding and misleads the source node. The
conventional cryptographic authentication mechanisms, either
symmetric or asymmetric key encryption fail to identify this
type of attack on the wireless communication.

The stolen identity attack attempts to steal the credentials of
legitimate nodes like identity and secret certificate keys.
When the malicious nodes update the stolen credentials using
the authority, the legitimate nodes are marked as attackers and
moreover, it is not a valid member in the network. In this way,
only the stolen identify attackers can use these stolen
credentials and so the cryptographic authentication techniques
fails to deal with the Sybil, invisible, and stolen identity
attackers. Moreover, the impersonation leads to the complete
device cloning, which is more severe than impersonation.
Cloning refers the device programming, in which the
hardware address of the device is changed. This is called
licensed services or authorized medium access. Therefore, the
risk induced by the impersonation attack is critical, since the
attack can materialize into several attacks in the network.

2.2 Survey on Defense Mechanisms against
Attacks

Several defense mechanisms have been proposed against
different types of attacks in MANET.Generally, the defense
mechanisms can be categorized into proactive and reactive as
shown in figure: 2
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Figure 2: Defense Mechanisms against Attacks in MANET

The defense techniques which are deployed proactively before
the launching the attacks in the network are called as
proactive defense systems, whereas the reactive defense
techniques come into action during an attack [2]. In reactive
defense systems, the cooperative enforcement techniques are
most suitable for active routing attacks of network layer in
MANET. In order to enforce the cooperation of nodes in
routing, the trust or some credits are provided to the nodes
according to their routing behavior. The cooperation
enforcement measurement is an essential module in the
reactive security system. The trust refers the belief level of a
node based on the routing performance.

The trust management maintains and updates the trust values
by monitoring the routing behavior continuously. In order to
improve the routing performance, several security
mechanisms have been proposed to measure and select highly
trusted nodes. Highly trusted node means the good personal
routing experience and so it is involved in the data routing.
For low trustworthy nodes, the packets are restricted to route
in the network.

The defense models such as IDS, Watchdog, and Path rater
model analysis the routing behavior in past communications.
Watchdog aims at improving the routing performance even in
the presence of attackers in the network. Path rater assists to
determine the route that is free from attacker nodes. The
watchdog system maintains a counter that counts the failure

rate of communications. It increases the count when its next
hop refuses to route the data packets in a discovered path.
However, these techniques are failed in the following cases:
network collision, limited transmission range, false
misbehavior, and gray hole attack.

2.3 Defense System against Routing Layer
Attacks

The routing layer active attacks such as black-hole, gray-hole,
and worm-hole drops the packets and deteriorates the network
performance [13-18]. The malicious nodes send a positive
response to the sender node during the route discovery
process, or it replies the sender node using route reply
messages; however the attacker has no shortest path to the
destination through it. By enabling the watchdog in every
Mobile node in the network, the routing activities of
neighboring nodes is continuously monitored. The continuous
dropping of data packets by a node indicates the black-hole
attack behavior and the node is isolated from the network.
Some of the conventional defense techniques identify the
black-hole attackers in route discovery phase using sequence
number. Since, the black-hole attack attracts the sender node
in route discovery process by assigning the sequence number
which is too larger than others, the black-hole attackers can be
identified easily.

The Collaborative Contact based Watchdog (CoCoWa) system
includes watchdog as well as information diffused in the
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identification of selfish or packet dropping attacks [19]. The
watchdog node continuously —monitors the  routing
involvement of a node and generates the opinion for each and
every event for a node according to its trustworthiness. The
watchdog system can identify the black-hole attackers, but it
fails to detect the collaborative black hole and gray hole
attackers. Flooding attacks initiate the route discovery process
with fake destination address into the network. The main
purpose of flooding attack is energy and bandwidth wastage.
Several filtering schemes have been used for secure MANET.
All the neighboring nodes of a source node watch the packet
generation rate and store it. After a certain interval, it is
marked as a flooding attack when a source node exceeds the
threshold of routing packet generation. After that, the routing

packets forwarded by the marked nodes are discarded by the
neighboring nodes. However, the reactive defense techniques
fail to discover the multi-layer attacks such as impersonation.

2.4 Defense System against Multi-Layer

Attacks

The network protocols exploit cryptography technigues
in the provision of data security such as authentication, data
confidentiality, and integrity over the MANET. However, the
cryptographic defense systems do not assure the security of
MANET against black-hole, gray-hole, and worm-hole
attacks. Moreover, some secure routing protocols assume that
the nodes already implements the certificate based authority in
the network using encryption algorithm.

Table 1: Comparative of Security Solution in MANET

Secure Protocol Detected Attacks Mechanism Limitations
Authenticated Malicious Packet Cryptography Certification authority requires
Routing for Ad Manipulation more energy
Hoc Networks Inefficient protection, due to the
(ARANA) [32] usage of public key
Secure Adhoc On | Malicious Packet Cryptography Public key cryptography induces
Demand Distance | Manipulation and high overhead
Vector (S-AODV) | impersonation
[33]

Improved version | Routing Update Cryptography Handling limited attacks only
of Secure
Efficient Ad hoc
Distance Vector
Routing

(I-SEAD) [34]

Security-Aware Malicious Route Cryptography Certification authority requires
Ad hoc Discovery more energy
Routing(SAR)

[35]

Position-Aware Worm-Hole And Cryptography Gps Hardware Increases The
Secure, And Cryptography And Location Detection Cost
Efficient Mesh Attacks
Routing
(PASER)[36]

Secure Routing Worm-Hole Cryptography Possibility Of Distributed Key

Protocol Against
Wormhole
Attacks In a
Sensor Network
(SERWA)[37]

And Reputation

Hacking Is High

Leak-detector[38]

Black and Gray-
hole attack

Statistical Model

Integration of existing protocol
increases the complexity

Collaborative
Routing Protocol
(CRP)[38]

Black, Gray-Hole,
and Tampering

Statistical Model

During  high  collision, the
statistical model may fail
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Aside from cryptography based multi-layer security, two types
of security solutions are used in handling some of the multi-
layer attacks, such as DOS, hardware and statistical-based
solutions. The hardware-based security solutions utilize GPS
or an antenna to verify the location information provided by a
node. To avoid the impersonation, some of the conventional
IDS works, exploit fingerprints of physical medium like
signal strength to identify the impersonation attacks in
physical layer. Unlike hardware based solutions, the software
based security solutions track the nodes to record their
successful past communication with neighbors and selects
highly trusted next hop for routing. Table 1 describes some of
the defense systems against single as well as multi-layer
attacks with its limitations.

3. CRYPTOGRAPHY BASED SECURITY
AGAINST IMPERSONATION ATTACK

Mostly, the cryptographic algorithms are used in providing
security against impersonation and modification attacks at
multiple layers [20-31]. Cryptography solution can be
classified into Asymmetric and Symmetric solutions. The
asymmetric  solution is also known as public-key
cryptography. This technique exploits public and private keys
to ensure the secure transmission. The public key of a node is
visible to all other nodes in the network; however the private
key is kept secret. One of the widely used public key
cryptography is RSA. The symmetric cryptography exploits
same key for both encryption and decryption. In practice, keys
are shared secret between two nodes that communicate with
each other. The symmetric solution has to share a secret key to
encrypt and decrypt the message, but once the key has leaked,
the symmetric encryption technique will fail.

HMAC implements the message authentication code with a
combination of the secret key and hash function in MANET.
Most of the security solutions exploit the hash functions such
as MD5 or SHA-1. It ensures that the transmitted data
containing its original data without modification using a secret
key. In credential protection scheme, the hash chain
algorithms have been used widely in MANET. There is no
possibility to reverse the hash function; due to the hash
function has one-way property. The hash function limits the
length of chain, and it uses only the reverse order of
generation. For example, the examples of protocols that use
one-way key chains are SAODV, ARIADNE, and LEAP in
MANETs.

The public key cryptography, PKC needs to authenticate the
public keys. Otherwise, hacking of a public key by the
attacker is easy. In conventional, some trusted frameworks
have been proposed to ensure the public key ownership. In
secure communication, the nodes that want to establish the
communication has to exchange the public keys in a secure
manner. However, the public key authentication is not a
scalable solution. In case of infrastructure support, the trusted
third party can be used to distribute and authenticate the
public keys in the network. However, in MANET, it is not
possible. There are two models used in PKC such as
centralized, web-of-trust, and decentralized models. In order
to extend the scalability of the centralized PKC model, the
hierarchical models have been used by the entities. The
decentralized is vulnerable to cryptography attacks in
MANET, due to the lack of well trusted security model. Thus,
some works distribute the central trust value to multiple
authorities using any secret sharing scheme. For further
security, the cryptographic scheme distributes the public key
to all, but the private key is divided into multiple and each

piece is shared to more than one entity in the network.

3.1 Key Management Schemes in
Cryptography Solutions

Conventionally, several key management schemes have been
proposed in MANET. Most of them exploit public key
cryptography model, since it retains and authenticates the key
in multiple locations which ensures further security in
cryptography solutions. Threshold cryptography is another
familiar security model in PKC. With this security model, the
network can tolerate the attacks, until compensating t-1
legitimate nodes in the network. Some of the conventional key
management schemes take advantage of both the central and
fully distributed trust models and ensures the security in
MANET. High complex key management is not suitable for
resource constraint nodes, and so the symmetric key
cryptography models exploit distributed key management
schemes. In which, the keys are pre-loaded in a large key
pool. The key pattern should ensure that one key should be
allocated for only one node, and moreover a common key
should not be used by the group of nodes in the network. For
MANET group communication, one key is shared among
group of nodes secretly. However, it is not much secure in
group communications.

The main advantage in Identity based Cryptography (IBC) is
the piggybacking concept, i.e. the identity value is kept in
message, however this leads to the problem of identity
exposure. It is very dangerous in military environment. For
example, if a commander wants to share his identity with a
soldier, but it is overheard by the attacker, the secret
communication between the commander and soldiers are
leaked and enemies are alerted. The traffic analysis is a
mainly used tool by the attacker and it is possible by the
attack of eavesdropping. In order to prevent the traffic
analysis, the secure wireless communication exploits
anonymity. Anonymity defines the state of being not
identifiable and it is selected within a set of subjects that is
called as anonymity set. Some of the solutions tackle this
problem by proving group public key and individual private
key. This reduces the control overhead and ensures the better
routing performance. Moreover, each time a node can leave or
enter into the network, thus periodic refreshment in group key
management is essential.

The MOCA assigns current trust value based on the number of
hops and freshness of the cached route in a routing table.
However, the securing the route discovery process is complex,
since most secure routing protocols rely on the establishment
of a secure key sharing service in advance. The Secure and
Efficient Key Management (SEKM) is a decentralized key
management scheme in MANET. Like other decentralized key
management systems, the secret certificates area shared to a
set of nodes, not for a single node, since dependency on a
single node in MANET is not fair for security.

4. CONCLUSION

The rise of wireless communication usage in real time
environments has increased the necessary of security. The
cryptography has been used as the solution to success the
secure communication in MANET. In order to clearly
demonstrate the impact of impersonation attack on multiple
layers over MANET, this work conducts a survey on network
attacks and conventional cryptography security solutions.
Beside the single and multi-layer attacks and its solutions, key
management issues in symmetric, asymmetric and group key
solutions are discussed. Although several works have been
proposed against impersonation attacks already, there is a



International Journal of Computer Applications (0975 — 8887)

Conference on Innovation and Technology Strategy in Cloud Computing and Information Security 2016

scope on the research of MANET security. However, there
must be a tradeoff between security and routing performance,
and it is necessary to mitigate the impersonation attack on
other layers.
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