
International Journal of Computer Applications (0975 – 8887) 

International Conference on Leveraging Information Technology for Inter-Sectoral Research 

1 

The Internet of Things: An Overview of a More 
Connected World and Understanding it’s Challenges 

 
      Bhavika Vartak 

Research Scholar, MCA 
Thakur Institute of Management Studies, 

Career Development and Research(TIMSCDR) 
Mumbai, India 

 

Madhulika Bangre 

Research Scholar, MCA 
Thakur Institute of Management Studies, 

Career Development and Research(TIMSCDR) 
Mumbai, India 

 
 

ABSTRACT 
Internet of Things (IoT), which will make a tremendous system 

of billions or trillions of "Things" communicating with each 

other, areconfronting numerous technical and application 

challenges. This paper concentrates on recognizing what IoT is, 

the different IoT communication models, opportunities of IoT, 

issues raised by IoT along with challenges and prospect of IoT. 

Index Terms 
Internet of Things (IoT), IoT communication models, IoT 

issue, IoT challenge. 

1. INTRODUCTION 
Internet of Things (IoT) is viewed as a innovation and 

monetary wave in the global data industry after the Internet. 

The IoT is a keen system which associates all things to the 

Internet for the reason of exchanging data and communicating 

through the information sensing devices as per concurred 

conventions. It accomplishes the objective of intelligent 

distinguishing, finding, following, observing, and overseeing 

things. It is an expansion furthermore, development of Internet-

based system, which grows the correspondence from human 

and human, to human and things or things and things. In the 

IoT (Internet of Things) worldview, numerous articles 

encompassing us will be associated into networks in one form 

or the other. RF identification(RFID), sensor innovation, and 

other savvy innovations will be implanted into an assortment of 

applications. 

The (IoT) is a critical point in innovation industry, approach, 

and designing circles and has gotten to be feature news in both 

the claim to fame press and the well-known media. This 

innovation is typified in a wide range of organized items, 

frameworks, and sensors, which exploit headways in 

registering power, gadgets scaling down, and organize 

interconnections to offer new abilities not already conceivable. 

Abundant meetings, reports, and news articles examine and 

banter about the imminent effect of the "IoT revolution"— 

from new market openings and plans of action to concerns 

about security, protection, and specialized interoperability. 

The extensive scale usage of IoT devices guarantees to change 

numerous parts of the way we live. For purchasers, new IoT 

items like Internet-empowered appliances, home automation 

parts, and energy management devices are moving us toward a 

dream of the "smart home'', offering more security and 

energyefficiency. Other devices like wearable wellnessbands 

and health monitoring devices and system empowered 

therapeutic gadgets are changing the way healthcare services 

are given.This innovation guarantees to be valuable for 

individuals with incapacities and the elderly, empowering 

enhanced levels of freedom and personal satisfaction at a 

sensible cost. IoT frameworks like organized vehicles, 

insightful movement frameworks, and sensors implanted in 

streets and bridges draw us nearer to "smart cities'', which 

minimize blockage and energy utilization. IoT innovation 

offers the likelihood to change farming, industry, and energy 

creation and dispersion by expanding the accessibility of data 

along the esteem chain of creation utilizing arranged sensors. 

In any case, IoT raises numerous issues and difficulties that 

should be considered and tended to all together for potential 

advantages to be figured out [1],[3]. 

2.  AIM AND OBJECTIVE 
This paper aimed to know about what Internet of Things is how 

communication models are devised in the IoT and various 

opportunities lying with IoT. The main objective was to know 

about the issues raised by IoT and what challenges lie as of 

now. 

3. METHODOLOGY 
The methodology adapted for this research paper was an 

unstructured approach to do a descriptive research. This paper 

focuses on describing what is prevalent regarding IoT and the 

problems that were found out. Literature review was done. 

Studying the detailed concept of IoT required theoretical 

knowledge.Thus, systematic,controlled, valid and rigorous 

explorations were done. 

4. DISCUSSION 

4.1 What is Internet of Things? 
The term "Internet of Things" (IoT) was initially usedin 1999 

by British technology pioneer Kevin Ashton to portray a 

framework in which questions in the physical world could be 

associated with the Internet by sensors. Ashton authored the 

term to represent the force of interfacing Radio-Frequency 

Identification labels utilized as a part of corporate supply 

chains to the Internet keeping in mind the end goal to tally and 

track merchandise without the requirement for human 

intercession. Today, the Internet of Things has turned into a 

famous term for depicting situations in which Internet network 

and figuring ability reach out to an assortment of articles, 

gadgets, sensors, and regular things [5]. 

From an expansive viewpoint, the conjunction of a few 

innovation and market patterns is making it conceivable to 

interconnect more and smaller devices economically and 

effortlessly: 

• Ubiquitous Connectivity—Low–cost, high–speed, 

unavoidable system network, particularly through authorized 

and unlicensed wireless services and technology, makes nearly 

everything "connectable''. 
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• Widespread adoption of IP–based networking— IP has turned 

into the prevailing worldwide standard for systems 

administration, giving a well–defined and generally actualized 

platform of tools and software that can be joined into an 

expansive scope of devices effortlessly and economically. 

• Computing Economics—Driven by industry interest in 

research, development, and assembling, Moore's law keeps on 

conveying more prominent computing power at lower price 

points and bring down power utilization. 

• Miniaturization— Manufacturing advances allow cutting-

edge computing and communicationstechnology to be 

incorporated into very small objects. Coupled with greater 

computing economics,this has headstarted the advancement of 

small and cheaper sensor devices, which drive many IoT 

applications. 

• Advances in Data Analytics— New calculations and fast 

increments in figuring power, information stockpiling, and 

cloud administrations empower the collection, relationship, and 

examination of inconceivable amounts of information; these 

huge and element datasets give new chances to extractdata and 

learning. 

• Rise of Cloud Computing– Cloud computing, which 

influences remote, arranged figuring assets to prepare, oversee, 

and store information, permits smaller and distributed devices 

to cooperate with capable back-end analytic and control 

abilities. 

From this point of view, the IoT speaks to the joining of an 

assortment of processing and connectivity drifts that have been 

advancing for a long time. At present, an extensive variety of 

industry segments – including automotive, medicinal services, 

assembling, home and shopper hardware, and well past - are 

thinking about the potential for joining IoT innovation into 

their products, services and operations [6]. 

4.2  IoT Communication models 
From an operational point of view, it is helpful to consider how 

IoT devices connect and communicate as far as their technical 

communication models are concerned. The discussion beneath 

presents this system and clarifies key attributes of every model 

in the structure. 

4.3  Device-to-Device Communications 
The device-to-device communication model show two or more 

devices that specifically connect and communicate with each 

other, instead of through a delegate application server. These 

devices communicate over numerous sorts of networks, 

including IP networks or the Internet. Regularly, however these 

devices utilize conventions like Bluetooth, Z-Wave, or ZigBee 

to set up direct device-to-device communications, 

demonstrated as follows: 

 

Fig 1: Device to device communication model 

Device-to-Cloud Communications: a device-to-cloud 

communication model, the IoT device interfaces 

straightforwardly to an Internet cloud service like an 

application service provider to trade information and control 

message activity. This approach much of the time takes 

advantage of existing interchanges systems like customary 

wired Ethernet or Wi-Fi associations to establish a connection 

between the device and the IP network, which at last connects 

with the cloud service demonstrated as follows: 

 

4.4  Device-to-Gateway Model 
In the device-to-gateway model, or all the more ordinarily, the 

device- to-application-layer gateway (ALG) model, the IoT 

device associates through an ALG service as a channel to 

achieve a cloud service. In less complex terms, this implies that 

there is application programming working on a local gateway 

device, which goes about as a middle person between the 

device and the cloud service and gives security and other 

usefulness, for example, data or protocol translation. It is 

demonstrated as follows: 

 

Fig 2: Device to gateway communication model 

4.5  Back-End Data-Sharing Model 
The back-end data-sharing model alludes to a communication 

engineering that empowers clients to send out and investigate 

smart object data from a cloud service in blend with 

information from different sources. This design supports "the 

[user's] want for giving access to the transferred sensor 

information to third parties". It is demonstrated as follows: 

 

Fig 3: Device to datasharing communication model 
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Opportunity of IoT: The IoT will make a tremendous system 

of billions or trillions of "Things" communicating with each 

other. The IoT is not subversive revolution over the current 

advancements, it is exhaustive uses of existing technologies, 

and it is the formation of the new communication modes. The 

IoT mixes the virtual world and the physical world by bringing 

distinctive ideas together: pervasive networks, 

miniaturizationof devices, mobile communication, and new 

ecosystem.In IoT, applications, services, middleware 

components,networks, and end nodes will be fundamentally 

organized and utilized in whole new ways.IoT offers a way to 

investigate complex procedures and connections. The IoT 

suggests an advantageous connection between the 

genuine/physical and the computerized/virtual worlds: physical 

entities have computerized counterparts and virtual 

representation; things become context aware and they can 

sense, communicate,interact, and exchange data, information, 

and knowledge. New open doors will meet business 

prerequisites, and new administrations will be made taking into 

account continuous physical world information. Everything 

from the physical or virtual world will potentiallybe associated 

by the IoT. Availability between the things might be accessible 

to all with minimal effort and may not be claimed by private 

entities. For IoT, insightful adapting, fast deployment,best 

information understanding and interpreting,against 

fraudandmalicious attack, and privacy protection are crucial 

prerequisites. 

4.6  Status of IoT 
The IoT can be viewed as an augmentation of existing 

communication amongst individuals and applications through a 

new dimension of "Things" for integration a communication. 

The IoT development process is an unpredictable extensive 

scale technological innovation process. The IoT is advancing 

from the vertical application to polymeric application. At the 

early phase of IoT organization, driving of domain 

specificapplications is the primary advancement technique. A 

domain specific application may be an assembling 

controlframework with its own particular industry attributes. 

The application can give different venture administration 

administrations being incorporated with the business 

generation and business forms. Polymeric applications are 

cross-industry applications based on public information service 

platforms. These applications bolster both home clients and 

industry clients. The application are provided and promoted by 

communication operators andsolution providers with vast 

scale. For instance, a vehicle coordinated with sensor 

organizes, a global positioning system(GPS), and radio 

communication technology can give far reaching recognition, 

route, stimulation, and other information services. By keeping 

up such data through public service platform, consumers, 

original equipmentmanufacturers (OEMs), maintenance 

providers, and vehiclemanagement agencies can share these 

information and shareservices to improve the vehicle, the 

vehicle component design,and the fabrication process through 

the vehicle lifecycle management.  

4.7  Challenge of IoT 
The IoT gives numerous new chances to the business 

furthermore, end client in numerous application fields. At 

present, in any case,the IoT itself lacks theory, technology 

architecture, and standardsthat incorporate the virtual world 

and the genuine physical world in 

aunifiedframework.Following challenges are thus listed 

[3]: 

4.7.1 Architecture Challenge 
IoT envelops an extensive variety of technologies. IoT includes 

an expanding number of smart interconnected devices and 

sensors (e.g., cameras, biometric, physical, and chemical 

sensors) that are frequently nonintrusive, straightforward, and 

invisible. As the communications among these devices are 

expected to happen at whatever time, any place for the most 

part, these  

communications are in a remote, autonomic, and specially 

appointed way. Also, the services turn out to be more versatile, 

decentralized, and complex. In IoT, information mixes 

overdistinctive situations are therefore intense and will be 

upheld by modular interoperable segments. Base arrangements 

will require systems to consolidate volumes of information 

from different sources and decide important components, to 

translate information and demonstrate their connections, to 

compare data to historical useful information, and support 

decision-making. Single reference  

Architecture in this way can't be an outline for all 

applications.Heterogeneous reference designs need to exist 

together in IoT. Structures ought to be open, and 

followingstandards, they should not confine end-users to utilize 

altered, end-to-end solutions.IoT architectures should be 

flexible to cater for cases suchas identification (RFIDtags), 

intelligent devices, and smartobjects (hardware and software 

solutions). 

4.7.2 Technical Challenge 
IoT technology can be complicated for various reasons. To 

begin with, there are legacy heterogeneous architectures in the 

current networking technologies and applications, e.g., 

distinctive applications and environments require distinctive 

networking technologies, and the ranges as well as different 

attributes of cellular, wireless LAN, and RFID advancements 

are entirely different from each other. Next, communication 

technologies, including fixed and mobile communication 

systems, power line communications, wireless communication, 

and short-range wireless communication technologies, for both 

fixed andmobile devices, either straightforward or complex, 

should be cheap and reliable. Finally, there are thousands of 

various applications; it is normal to have distinctive 

prerequisites on what parties need to communicate with each 

other, what sort of security arrangements are apt,etc 

4.7.3 Hardware Challenge 
Smart devices with upgraded inter-device communication will 

result in smart systems with high degrees of knowledge. Its 

independence empowers fast deployment of IoT applications 

and production of new services. Along these lines, hardware 

researches are concentrating on outlining wireless identifiable 

frameworks with low size, cheaper yet adequate functionalities. 

As the data transfer capacity of IoT terminals could change 

from kbps to mbps from detecting simple value to video 

stream, requirements on equipment are separating. 

Nonetheless, two necessities have been considered the 

essentials: one is the extremely less power consumption in 

sleep mode and the other is ultra-low cost. Assume the sleeping 

time over active time is one million, the leakage power of an 

IoT terminal should at any rate be one million time not as much 

as that of dynamic. It is so far Unimaginable when an IoT 

terminal is resting and receivingRF signals. It will be even 

troublesome when using advancedCMOS silicon with 

moderately more leakage power. Hardwareand protocol co-

design for sleeping has been thus the firsthardware challenge of 

IoT.Low active power is also a challenge for low-cost 

terminal.Those very narrow band with strong power neighbors, 
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the costof passive component will not be low and that will 

definitelybe a potential challenge in the future. 

4.7.4 Privacy and Security Challenge 
As compared to traditional networks, security and protection 

issues of IoT get to be more prominent. Much data incorporates 

security of end-users, so that assurance of protection turns into 

a critical security issues in IoT. On account of the combination 

of things, services and networks, security of IoT needs to cover 

more management objects and levels than customary network 

security. Existing security architecture is composed from 

thepoint of view of human communication, may not be 

reasonable andspecifically connected to IoT framework. 

Utilizing existed security systems will block logical 

relationship between things in IoT. IoT needs cheaper and 

M2M-oriented technical solutionsto ensure the protection and 

the security. In numerous use cases,the security of a system has 

been considered as a generalfeature. Related research might 

concentrate on protection control. Low cost,low latency, and 

energy-efficient cryptography algorithms and related flexible 

hardware will be fundamental for sensor or device. 

4.7.5 Standard Challenge 
Standards play a vital role in forming IoT. A standard is vital to 

permit all actors to have an equal access and use. 

Developments and coordination of principles and 

recommendations will advance effective improvement of IoT 

frameworks and applications, services and devices. Ingeneral, 

principles created by coordinated multiparties, and data models 

and protocols in the standards, should be open. The standard 

development process should likewise be interested in all 

members, and the subsequent standards should be freely 

accessible. In today's network world, worldwide standards are 

ordinarily more significant than any local agreements. 

4.7.6 Business Challenge 
For a developed application, its business model and application 

situation are clear and simple to be mapped into technical 

requirements. So the designers do not have to invest much 

energy in business-related viewpoints. However for IoT, there 

are an excessive number of possibilities and vulnerabilities in 

plans of action and application situations. It is in this way 

inefficient as far as business-technology alignment, and one 

solution won't fit potential outcomes for all. The IoT is a 

testing conventional plan of action. Although small scale 

applicationshave been beneficial in a few enterprises, it is 

unsustainable at the point when stretched out to different 

enterprises. In the early phase of IoT development, business 

aspects should be considered to reducethe risk of failure. 

5. CONCLUSION 
While the idea of combining PCs, sensors, and networks to 

monitor and control devices has been around for a considerable 

length of time, the late intersection of key advances and market 

patterns is introducing another reality for the "Internet of 

Things". IoT guarantees to introduce a progressive, completely 

interconnected "smart" world, with connections amongst 

objects and their surroundings individuals turning out to be all 

the more firmly intertwined. The possibility of the Internet of 

Things as a pervasive cluster of devices bound to the Internet 

may on a very basic level change how individuals consider 

being "online". While the potential ramifications are 

noteworthy, various potential difficulties may obstruct this 

vision – especially in the zones of security; protection; 

interoperability and standards; legal, regulatory and rights 

issues; and the emergence of rising economies. The Internet of 

Things includes a complex and advancing arrangement of 

mechanical, social, and policy contemplations over a differing 

set of stakeholders. The Internet of Things is going on now, 

and there is a need to address its difficulties and boost its 

advantages while minimizing its risks. The Internet Society 

cares about IoT because it represents a growing aspect of how 

people and institutionsare likely to interact with and 

incorporate the Internet and network connectivity into their 

personal, social, andeconomic lives. Solutions to maximizing 

the benefits of IoT while minimizing the risks will not be found 

byengaging in a polarized debate that pits the promises of IoT 

against its possible perils. Rather, it will take informed 

engagement, dialogue, and collaboration across a range of 

stakeholders to plot the most effectiveways forward. 
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