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ABSTRACT 
Data is the most main asset in today’s world as it is used in 

day-to-day life from a single individual to large organizations. 

To access the historic or current data it is stored in database. 

Database involves storing vital and confidential information 

related to various organizations and is prone to security threats. 

The violation of database security can lead to the exposure of 

confidential data, loss of data integrity etc. the organization 

need to set up various security levels for the access of 

information according to the organization hierarchy. Database 

security is concerned with the protection of databases against 

its confidentiality, integrity and availability.Database access 

control deals with controlling i.e. who is allowed to access 

which data in the database. In this paper, the 

students’perspection of securing their database and the type of 

database which they use is explored. 
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1.   INTRODUCTION 
Security now-a-days is one of the challenging tasks that people 

are facing all over the world in every aspect of their lives. 

Database involves storing vital and confidential information 

related to various organizations and is prone to security threats. 

The violation of database security can lead to the exposure of 

confidential data, loss of data integrity etc. the organization 

need to set up various security levels for the access of 

information according to the organization hierarchy. Database 

security is concerned with the protection of databases against 

its confidentiality, integrity and availability. Database access 

control is concerned with who can access what information in 

the database. Protecting the confidential data stored in a 

database is called thedatabase security. There are many 

security layers in a particular database, these layers can be 

defined as database administrator, system administrator, 

security officers, developers and employees and security can be 

attacked at any of these layers by an attacker. An attacker can 

be categorized into three classes: 

 

 

 

A. Intruder:  

An intruder is a person who is not an authorized user 

means illegitimately accessing acomputer system and tries 

to extract important information.  

B. Insider: 

 An insider is a person who belongs to the group of trusted 

users and makes misuse of her privileges and tries to get 

information beyond his own admission rights.  

C. Administrator: 

 An administrator is a person who has rights to administer 

a computer system, but uses her administration rights 

illegally according to organization’s security guidelines to 

spy on DBMS behavior and to get valuable information. 

[1] [2] 

 

Attack on database can also be classified into passive and 

active attacks: 

A. Passive Attack 

 In passive attack, attacker only observes data that is 

present in the database.  

B. Active Attacks 

In active attack, actual database values are modified. [3] 

 

There are various issues faced by the database in 

operatingenvironment.  

A. Violation of data integrity: 

 There will be data loss if there are insufficient 

constraints directed on the database. Integrity of database 

refers to the requirement that integrity is lost if any 

changes are made to data either intentionally or 

unintentionally. If constraints are not imposed to 

maintain the integrity of data it will lead to loss of vital 

information. [4] 

B. Unavailability of data:  

The data should be available to the users to whom it 

belongs to during necessity. Any unauthorized user 

should not have the rights to delete your any of the 

important data or change your password without your 

consent which makes the information unavailable. 

C. Unauthorized disclosure of data: 

 DBMS needs to protect the confidentiality of data in an 

organization and data should be available for viewing 

only to the authorized people. 
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To protect databases against these types of issues there are 

four different types of control measures which can be 

enforced: 

A. Access Control 

B. Inference control 

C. Flow Control 

D. Data Encryption 

The three main idea of database security be confidentiality, 

integrity and availability i.e. user should not be able to view 

things they are not authorized to, should not be able to modify 

thing they are not supposed to and should be able to view and 

modify things they are allowed to. [5][6][7] 

 

Fig. 1. Database Security [8] 

Database administrator has the right to GRANT or REVOKE 

privileges to and from the users. Database administrator also 

creates view which is the most valuable tool for enforcing 

security policies. View can provide a user with personalized 

model of the database. It helps to limit the user’s access to 

various portions of the database. Database administrator can 

assign types of access to the user. The types of view access are 

read authorization, insert authorization, update authorization 

and delete authorization where read authorization means it 

allows reading but not modification of data,insert authorization 

means allow insertion of new data but no modification of data, 

update authorization means allows modification of data but not 

deletion and delete authorization means allow deletion of data. 

A user may be assigned all, none or a combination of these 

types of authorization. Therefore, GRANT or REVOKE 

commands together with views create a very powerful access 

control tool. 

The undertaken survey about DBMS security requirements and 

methods was taken from studentspursuing MCA. 

Approximately 150 students were approached and response 

from 82 students was received.The analysis drawn from the 

survey is presented below. 

2. ANALYSIS REPORT 

2.1 Necessity: 
It defines the necessity of securing the database through 

various techniques. As per the survey report 78.6% students 

felt that database security was essential.  

 

Fig. 2. Necessity of Database Security 

2.2 How to secure? 
This defines that how a database should be secured. Many 

people find it difficult to secure their database due to lack of 

knowledge. The following analysis indicates the methods 

usually adopted by students to secure their database. 

 

Fig. 3. Result of how to Secure Database 

2.3 How secure is it? 
How secure is the database? It is important for people to know 

how much secure their database is. As per the survey 

conducted, students majorly believe their databases to be 

moderately secure. 

 

Fig. 4. Result of how secure database is 

2.4 Which type of database you use for 

securing your data? 
It defines what are the different types of databases which are 

used by the IT students. This gives a precise idea about which 

database is more prominently being used by students. 
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Fig. 5. Result of which database used for security 

2.5 When should database be secured? 

It gives a overall perspective of people about when to secure 

the database.  

 

Fig. 5. Result of when to secure database 

3. CONCLUSION 
Each organization has to secure their data using some policy, 

which is a set of high-level guidelines determined by: 

User requirement 

Environmental aspect 

Internal regulation 

Developmental laws 

The way organizations secure their database, students or 

individuals too need to secure their database using the above 

guidelines, even if on a smaller scale. 

According to the research 78.6% of the students say that there 

is a necessity for databases to be secure. 50% of the students 

say that the database should be protected through all the means 

i.e. user authentication, encryption and database firewall. 50% 

of the students think that their database is moderately secure 

and 35.7% of thestudents think that their database is highly 

secure. 64.3% of the students use RDBMS while 14.3% of the 

students use XML and Open Source to secure their database. 

Hence it is inferred that database security is necessary at all 

levels, not only for big organizationswhich have their own 

customized security mechanisms, but also individuals. It thus 

becomes essential for any database to have inbuilt security 

mechanisms. 
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