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ABSTRACT 

The novel technique titled as “signcryption” announced by 

Yuliang Zheng, completes both the functionality of signature 

scheme and encryption scheme in single logical step with a 

reduced amount of computational cost and communication 

overhead than Signature-then-encryption scheme. A number 

of signcryption scheme has previously been announced by 

many researchers nonetheless each scheme has their own 

restriction. This paper is grounded on an elliptic curve 

cryptosystem (ECC) implemented using java technology with 

reduced amount of computational cost and communication 

overhead than the existing techniques. It not only offers the 

integrity, authenticity, confidentiality, unforgeability, non-

repudiation beside that forward secrecy and public 

verification. By forward secrecy of message confidentiality, 

unauthorized person cannot be able to mine the original 

message content even if the long-term private key of the 

sender is compromised. It doesn‟t be affect the confidentiality 

of the previously stored message. By the public verification, 

Anyone can confirm the sender signature without reading the 

content of message since the message is in encrypted format 

.As our proposed scheme takes a comparable  amount of 

computational cost, it can be applied in lower computational 

power devices like smart card based applications ,e-voting etc. 

Keywords 
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1. INTRODUCTION 

Currently the utilization of internet is increasing rapidly. The 

user exchange the data such as: e-mail information, services, 

buy or sell products, communities, online chat, and 

downloading software etc. so that the techniques offered with 

protection of such data travel in the internet must be improved 

than the existing. There are a variety of issues such are 

integrity, confidentiality, authenticity and non-repudiation, 

Unforgeability and some additional issues (public verification 

and forward secrecy) must be satisfied whenever a message is 

sent in an insecure network. Traditional Signature-then-

encryption techniques are responsible for message 

confidentiality and integrity of the message. In Signature-

then-encryption technique a digital sign is put into the 

message by using a digital signature scheme to attain the data 

integrity and then a message is encrypted into an unreadable 

arrangement by using an encryption scheme to keep 

confidentiality of the message. The techniques grounded on 

Signature-then-encryption were most popular previously. But 

the key shortcoming of this scheme is, it takes more 

communication overhead and computational cost as it 

performs the digital signature and message encryption in two 

unlike logical steps. Since the utilization of internet is 

increasing rapidly, at the same time it needs to get better the 

computational cost and communication overhead. The novel 

technique in public key cryptography named as 

“signcryption” based on DLP announced by Yuliang Zheng 

[1], accomplishes together the functionality of signature 

scheme and encryption scheme in single logical step with a 

reduced amount of computational and communication cost 

than Signature-then-encryption scheme. Signcryption 

technique using elliptic curve cryptosystem (ECC) by Zheng 

[3] saves 58% of computational cost and 40% less on average 

computation time. The Zheng [3] scheme includes two phases 

i.e. signcryption and unsigncryption. In signcryption phase 

shown in fig1 ,sender digitally sign the message by using a 

digital signature algorithm and the original message is 

transformed into an unreadable format using the secret key 

generated by using symmetric encryption afterwards the 

secret key is again encrypted to achieve more security by 

using the public key of recipient generated by asymmetric 

encryption. And send the above information to the receiver. In 

the receiver side i.e. Unsigncryption phase shown in fig2, the 

encrypted secret key is generated by the private key of the 

recipient and with the help of secret key the message is 

decrypted into readable format and verifies the signature.  
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          Fig. 1 Zheng [3] Signcryption phase. 
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Fig. 2 Zheng [3] Signcryption phase. 

 

2. ARTICLE REVIEW 

Zheng [1] announced a new cryptography technique titled as 

„„Signcryption‟‟ based on discrete logarithmic problem, which 

is responsible to achieve the functions of both digital 

signature and encryption scheme for authentication and 

confidentiality in single logical step. In Zheng [1] scheme, 

originator of communication uses the receiver‟s public key to 

generate a secret key for message encryption. The receiver 

receives the cipher text and digital signature and he uses his 

private key to derive the same secret key. By using the secret 

key the receiver decrypts the message and verifies the 

signature.Feng Bao and Robert H. Deng [2] scheme is based 

on DLP. It enhanced the zheng [1] scheme so that judge can 

verify authenticity of signature without the need of recipient„s 

private key. The identity of the sender is verified by the public 

key of the sender. Chandana Gamage, Jussipekka Leiwo, and 

Zheng [4] scheme is based on discrete logarithm problem 

(DLP).it provides the third party verification without having 

the original text. Judge can verify the authenticity of the 

originator without any knowledge of the original content of 

the message because it is in encrypted format. Y. Zheng and 

Imai[3] scheme is based on the elliptic curve technique 

because ,when compared to signature then encryption ,elliptic 

curve signcryption can save 58% in computational cost and 

40% in communication overhead. And it provides more 

security than RSA and DSA technique. Ren-Junn Hwang, 

Chih-hua Lai, Feng-Fu Su [5] scheme based on ECC not only 

provides message confidentiality, authentication, integrity, 

unforgeability and non-repudiation but also forward secrecy 

of message confidentiality and trusted third party signature 

verification .It uses elliptic curve point multiplication two 

times in signcryption phase and three times in unsigncryption 

phase. M. Dutta, A. K. Singh, A Kumar [6] scheme grounded 

on Elliptic Curve Cryptosystem provides all the security 

issues along with forward secrecy and public verification.it 

uses elliptic curve point multiplication three times in 

signcryption phase and two times in unsigncryption phase. M. 

Toorani, A.A. Beeheshti Shirazi [7] is based on ECC which 

offer all the security issues but it consumes additional time in 

unsigncryption phase as it uses elliptic curve point 

multiplication four times. 

 

3. THE PROPOSED SCHEME 
The proposed scheme is based on Elliptic Curve cryptosystem 

implemented in java technology which is supportive to all 

platform .Proposed scheme includes three phases such are 

signcryption phase shown in fig 3, unsigncryption phase 

shown in fig 4 and judge verification phase . This scheme 

fulfil all the security issues such are: message confidentiality, 

authenticity, integrity, unforgeability, non-repudiation beside 

that forward secrecy and public verification to the message 

and having reduced amount of computational cost and 

communication overhead than the existing techniques. With 

this technique anyone can verify the sender‟s signature 

without using the private key of the receiver. And also not be 

able to read the original message because it is in coded 

format. This scheme uses elliptic curve point multiplication 

twice to signcrypt the message and twice to unsigncrypt the 

message. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3 Signcryption phase of proposed scheme. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4 Unsigncryption phase of proposed scheme 

 

UNSIGNCRYPTION DIGITAL 

SIGNATURE 

KEY (secret) 

Use private key of 

recipient 

Message acceptance 

or rejection decision 

Bind 

information 

CIPHER 

TEXT 

SYMMETRIC 

ENCRYPTION 

PLAIN TEXT 

SYMMETRIC 

ENCRYPTION 
PLAIN TEXT 

CIPHER 

TEXT 

SIGNCRYPTION 

DIGITAL 

SIGNATURE KEY (secret) 

Use sender‟s private key for signing 

Use receiver‟s public key and sender‟s private keyto generate secret k 

 

 

 

 

ey 

Send to Receiver 

CIPHER 

TEXT 

SYMMETRIC 

ENCRYPTION 

UNSIGNCRYPTION 

PLAIN TEXT 

DIGITAL 

SIGNATURE 

KEY (SECRET) 

Use private key of 

recipient 

Verifies the signature 

Identification of sender & 

Receiver 



International Journal of Computer Applications (0975 – 8887) 

International Conference on Emergent Trends in Computing and Communication (ETCC-2014) 

61 

3.1 Phases of  our proposed scheme. 

3.1.1 Initialization Phase                                                     
The public parameter used in our proposed scheme are: 

q    : a large prime number, where q > 2160. 

a, b : two integer elements which are smaller than q and 

satisfy   4a3 + 27b2 mod q ≠ 0. 

F   : the selected elliptic curve over finite field q: y2 = x3 + ax 

+ b mod q. 

ECCp   : a base point of elliptic curve F with order n. 

O   : a point of F at infinite. 

n   : the order of point G, where n is a prime, n · ECCp = O 

and n > 2160. 

H   : a one-way hash function. 

ENCRYPTk(.)/DECRYPTk(.):symmetric encryption and 

decryption using the key k. 

The sender Alice picked uniformly at random from [1..q – 1] 

which is treated as private key PRIVA of her. then she 

compute the public key PUBA=PRIVA × ECCp. The receiver 

bob picked uniformly at random from [1..q – 1] which is 

treated as private key PRIVB of his .then he compute the 

public key PUBB=PRIVB × ECCp 

3.1.2 Signcryption Phase 
Step 1: Verifies Bob‟s public key PUBB by using his 

certificate. 

Step 2: Selects an integer RAND, where RANDϵ n-1 

Step 3: Compute KEY = ( KEY1 , KEY2 ) = hash(PUBB × ( 

RAND+ PRIVA) ). 

Step 4: Compute K = H (KEY1 || IDA|| KEY2|| IDB ). 

Step 5: Generate cipher text C = ENCRYPTK(M). 

Step 6: Compute r = H (C || IDA|| IDB ). 

Step 7: Compute R = r × ECCp. 

Step 8: Compute S = (RAND + PRIVA) / r  mod q. 

Now alice send (C, R, S) to bob. 

3.1.3 Unsigncryption Phase 

Step 1: Verifies Alice‟s public key PUBA by using her 

certificate. 

Step 2: Compute KEY = (KEY1, KEY2) = Hash(S×R×PRIVB) 

Step 3: Compute K = Hash (KEY1 || IDA|| KEY2||IDB). 

Step 4: Generate plain text M = DECRYPTK(C). 

Step 5: Compute r = Hash (C|| IDA||IDB). 

Step 6: Check R (received from Alice) = = r × ECCp.  

If  true ,then  message is accepted.  

 otherwise message is rejected . 

3.1.4 Judge Verification Phase 

In our proposed scheme, the Bob delivers (C, R, S) to the 

judge to decide that the message M is sent by the Alice or not, 

when dispute occurs. The judge performs the following steps: 

Step 1: Compute r = Hash (C|| IDA||IDB). 

Step 2: Check if R(received from bob) = = (r × ECCp), 

then the sender Alice send the message to  Bob 

surely. 

 

3.2 Correctness of proposed scheme 
The key KEY generated by the sender is as  

KEY = (KEY1, KEY2) = Hash (PUBB × (RAND+ PRIVA)). 

= Hash (PUBB × ((S× r) - PRIVA + PRIVA)) 

= Hash (PUBB × S× r). 

= Hash (PRIVB  × ECCp × r × S). 

=Hash (PRIVB × R × S), which is same as the symmetric key  

   at receiver side. 

4. IMPLEMENTATION OF OUR 

PROPOSED SCHEME IN JAVA:  
Steps of our proposed scheme in java platform.  

Step 1 :Taking q as a large prime number of length 512 bit.  

BigInteger q=BigInteger.probablePrime(keysize,rndm1);  

Step 2 : compute private key of sender i.e. PRIVA.  

BigInteger PRIVA=BigInteger.probablePrime(keysize,rndm2);  

Step 3: compute private key of sender i.e. PRIVB.  

BigInteger PRIVB=BigInteger.probablePrime(keysize,rndm2);  

Step 4: compute the value of ECCp.  

ECCp = GetECP ();  

Step 5: compute public key of sender i.e. PUBA.  

BigInteger PUBA = PRIVA.multiply(ECCp);  

Step 6: compute public key of receiver i.e. PUBB.  

BigInteger PUBB = PRIVB .multiply(ECCp);  

Step 7: Taking a random number i.e. RAND.  

Step 8: Calculate KEY.  

M=T.multiply(PUBB.);  

BigInteger KEY=new BigInteger (SHA1(M),16);  

Where T= RAND+ PRIVA  

Step 9: Calculate K.  

BigInteger KEY=new BigInteger (SHA1(V),16);  

Where V = KEY1 || IDA|| KEY2|| IDB .  

Step 10 : BigInteger r=new BigInteger (SHA1(S),16);  

Where S= C || IDA|| IDB .  

Step 11: Calculate s.  

Step 12: encrypt the message using K.  

Step 13: Calculate R= r . ECCp. 

 

 
 

Fig 5. Output of our Proposed Scheme 
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5. SECURITY ANALYSIS OF OUR 

PROPOSED SCHEME 
The proposed scheme provides all the security issues such are 

confidentiality, integrity, authentication, unforgeability and 

non-repudiation along with the forward secrecy and public 

verification. 

 

5.1 Confidentiality:  Confidentiality states only the intended 

recipient of a signcrypted message should be able to examine 

its contents. In our scheme, if the attacker wishes to read the 

message then he/she must has  to derive the key says, KEY. 

To get the value of KEY , he/she will try to catch it in many 

tactics: 

Tactic 1: Attacker tries to find the value of KEY by using the 

statement KEY = ( KEY1 , KEY2 ) = hash(PUBB × ( RAND+ 

PRIVA) ). But the value of RAND and  PRIVA is private for 

alice which is not known by anyone except alice in addition 

one-way hash function is collision resistant so it is very 

difficult to derive the KEY. 

Tactic 2: Using another statement, Attacker tries to figure the 

value of KEY. Firstly he/she simply derive the value of J (if 

he/she knows about hash function) from the statement KEY = 

(KEY1 , KEY2 ) = hash(S×R×PRIVB ). However it requires the 

value of  PRIVB , which is not possible because it is only 

known by bob . 

Tactic 3: In another way, using the statement S = (RAND + 

PRIVA) / r  mod q Attacker tries to figure the value of KEY by 

finding the value of RAND but it is not possible because private 

key of alice (PRIVA) and r is involved. 

 

5.2 Authenticity: Authenticity says that the recipient of a 

signcrypted message is proficient to confirm the sender‟s 

identity. Our proposed scheme achieve authenticity property 

of the message security. The receiver can validate whether the 

message is sent by Alice or not by checking R(received from 

alice) = = r × ECCp  or not ,if  yes then recipient confirms that 

the signature is given by alice. 

 

 5.3 Integrity: Message integrity says that the message has 

not been changed. The receiver of the message should be able 

to verify that the message is original one. Our proposed 

scheme achieve integrity property of the message security. 

Assume that the attacker changed the cipher text C to C‟ and 

sent it to bob. Bob calculate the digest value of r = H (C || 

IDA|| IDB ) and check R(received from alice) = = r × ECCp 

,which is obviously not same because previously calculated r 

is not original one. In this way recipient should be able to 

verify that the received message is not original. 

5.4 Forward Secrecy: By forward secrecy, we signify that an 

unauthorized one cannot interpret signcrypted messages, even 

with access to the sender‟s private key. The confidentiality of 

signcrypted messages is protected, even if the sender‟s private 

key is compromised. . Our proposed scheme achieves 

Forward Secrecy of message confidentiality. Assume that the 

attacker get previously recorded value (C,R,S) ,the attacker 

cannot be able to decrypt the previous message even if he/she 

knows the value of long term private key of alice i.e. PRIVA. 

Let he/she tries to get the value of KEY by using the 

statement  

KEY=  hash(PUBB × ( RAND+ PRIVA) ).  

           =hash (PUBB× ((S×r)-PRIVA+PRIVA))… ……..(1) 

So the attacker has to solve ECDLP to get the value of r 

which is essential to decrypt the previous message. 

5.5 Public Verification: Public Verification says Third party 

can be able to verify the recipient identity of message without 

the knowledge of sender‟s private key.  Our proposed scheme 

achieve public verification of message security. In our prosed 

scheme third party can verify the message is actually sent by 

alice when dispute occurs by performing r = H (C || IDA|| IDB ) 

and then check  R (received from bob) = = r × ECCp or not. If 

equal then message is sent by alice. In all the above 

calculation original message (M) is not involved so that the 

message is not transparent to the third party. 

5.6 Non-repudiation: Non-repudiation refers to the capability 

to ensure that a party to a communication cannot deny the 

authenticity of their signature on a document or the sending of 

a message that they originated. Our proposed scheme achieve 

non-repudiation of message security. When dispute occurs 

between alice and bob, bob send (C,R,S) to third party, who 

conclude the signature formed by alice by computing R = r × 

ECCp. 

5.7 Unforgeability: Unforgeability states, it is 

computationally infeasible for an attacker to produce the 

signcrypted text of the sender because it requires private key 

of the sender which is known to only the authorized sender. if 

he try to generate the private  key of the sender then he has to 

solve the ECDLP which is computationally infeasible. 

6. ANALYSIS OF COMPUTATIONAL 

COST 
Our proposed scheme consume reduced amount of 

computational cost for both signcryption and unsigncryption 

phase. The data given in TABLE II shows the comparative 

analysis of computational cost of various existing 

signcryption techniques including our proposed scheme. The 

proposed scheme is more efficient than the existing schemes 

as it takes only two elliptic curve point multiplication at 

sender side and two in receiver side. According to Infineon‟s 

SLE66CUX640P security controller [11], elliptic curve point 

multiplication takes 83 ms for computation. Various existing 

signcryption techniques takes different computational cost 

shows in TABLE 1 and in fig 6 as chart format .our proposed 

scheme takes 166ms of computation in both the sender and 

receiver side with satisfying all the security goals. 

Table 1: Comparison based on average computational 

time of major operation. 

Schemes 

Sender average. 

computational time in 

ms 

Recipient average 

computational time 

in ms 

 Dutta,  

Singh, 

A. Kumar[6] 

3×83=249 2×83=166 

M.Toorani, 
Shirazi[7] 

2×83=166 4×83=332 

Zheng[1] 1×220=220 2×220=440 

Zheng & 

Imai[3] 

1× 83=83 2×83=166 

Bao & 

Deng[2] 

2×220=440 3×220=660 

Gamage et 

al[4] 

2×220=440 3×220=660 



International Journal of Computer Applications (0975 – 8887) 

International Conference on Emergent Trends in Computing and Communication (ETCC-2014) 

63 

Ren-Junn 

Hwang [5] 

2×83=166 3×83=249 

Jung et. 

al.[8] 

2×220=440 3×220=660 

Our 

proposed 

scheme 

2×83=166 2×83=166 

 

Table II: Comparison based computational cost of 

different existing scheme. 

Various 

scheme 

Sende

r/ 

receiv

er 

E
X
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D
IV

 

E
C

P
M

 

E
C

P
A

 

M
U

L
 

A
D

D
 

K
H

(.
) 

Gamage et 

al[4] 

Alice 2 1 . . . 1 2 

Bob 3 . . . 1 . 2 

M. Dutta, A 
.K. Singh[6] 

Alice . 1 3 . 1 1 3 

Bob . . 2 1 . . 3 

Toorani,A.A 

Shirazi[7] 

Alice . . 2 . 2 2 2 

Bob . . 4 2 . . 2 

Zheng[1] 
Alice 1 1 . . . 1 2 

Bob 2 . . . 2 . 2 

Zheng & 
Imai[3] 

Alice . 1 1 . 1 1 2 

Bob . . 2 1 2 . 2 

Bao & 

Deng[2] 

Alice 2 1 . . . 1 3 

Bob 3 . . . 1 . 3 

Jung et. 

Al[8] 

Alice 2 1 . . . 1 2 

Bob 3 . . . 1 . 2 

Ren Junn-

Hwang[5] 

Alice . . 2 . 1 1 1 

Bob . . 3 1 . . 1 

Our scheme 

Alice . 1 2 1 . 2 2 

Bob . . 2 . 1 . 2 

Exp: modular exponential operation. Div: modular division 

operation. ECPM: elliptic curve point multiplication 

operation. ECPA: elliptic curve point addition operation. Mul:  

modular multiplication operation. Add:  modular addition 

operation. Hash (.): one way Hash function. 

Table III: Comparison based on security issues supported 

by the different scheme including our proposed scheme 
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M. Dutta, 

A.K. 

Singh[6] 

 

YES YES YES DIRECTLY YES YES 

M. Toorani, 

Shirazi[7] 

YES YES YES DIRECTLY YES YES 

Zheng[1] YES YES YES ANOTHER 

PROTOCOL 

NO NO 

Zheng & 

Imai[3] 

YES YES YES ANOTHER 

PROTOCOL 

NO NO 

Bao & 

Deng[2] 

YES YES YES DIRECTLY NO YES 

Jung et. YES YES YES ANOTHER 

PROTOCOL 

YES NO 

Al[8] 

Ren-Junn-

Hwang[5] 

YES YES YES DIRECTLY YES NO 

Gamage et 

al[4] 

YES YES YES DIRECTLY NO YES 

Our proposed 

scheme 

YES YES YES DIRECTLY YES YES 

 

 

Fig.6. Comparison based on the average computational 

time various schemes including our proposed scheme. 

 

 

Fig.7. Possible points on the curve where a=59, b=78 and 

p=751 satisfying y2 = x3 + ax + b (mod p) and 4a3 + 27b2 
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Fig.8. Showing the public key of sender PUBA=PRIVA × 

ECCp= (4.0000e+003, 2.5299e+005) where PRIVA 

=318(randomly chosen) and taking ECCp=( 4, 621). 

 

Fig.9. Showing the public key of receiver PUBB=PRIVB × 

ECCp= (296.0402, 5.1649e+003) where PRIVB 

=951(randomly chosen) and taking ECCp=( 4, 621). 

7. CONCLUSION AND FUTURE WORK 
Our proposed technique is based on elliptic curve 

cryptosystem, which offer an effectual signcryption technique 

with additional security than the Digital Logarithmic Problem. 

It achieves all the security goals i.e. confidentiality, 

authenticity, integrity, non-repudiation and unforgeability 

along with public verification by which anyone can verify the 

signature without having any knowledge of original text 

message and forward secrecy of the message confidentiality 

with reduced amount of computational cost than the existing 

schemes. Our scheme is more efficient than the existing 

scheme as it needs two elliptic curve multiplication to 

signcrypt the message and uses two elliptic curve point 

multiplication to unsigncrypt the message. This scheme is 

implemented using java technology which can be beneficial in 

any platform. It is attractive for the security establishment in 

store-and forward application such as E-mail and Short 

Message Services. And it has great advantages to be deployed 

in resource- constraints devices such as: mobile phones. The 

future possibility of signcryption scheme can be built using 

hyper elliptic curve [16], which consumes much less amount 

of time than the elliptic curve. 
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