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ABSTRACT 

The Internet use in mobile has increased day by day .Every 

user want to access the Internet through mobile phones 

instead of laptop because of its feature like small in size and 

portable. When mobile user wants to access the Internet on 

mobile then all the request goes to the wireless gateway .The 

gateway acts as intermediate between the two points either it 

can be from wireless to wired or vice versa. The request of 

mobile phone is transferred from WAP device to web server 

through the gateway .The gateway is also a protocol 

translator which translate all the protocols used by wireless 

device to wired network. The problem of existing system 

was hole in the gateway .This paper has discussed about the 

problem of the WAP gateway .This paper focused on 

implementation of hashing technique in between the 

networking gateway to provide a solution of Re-encryption. 
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1. INTRODUCTION 

The number of users who use the Internet on their personal 

computer or laptops is decreased day by day because of 

mobility increased very fast. The mobile has low cost and 

price is less as compare to laptop PC and desktop computer. 

Most of Internet plans are available in today for mobile is 

very low cost and every middle class family people can 

make the use of Internet. The WAP enabled mobile phones 

is available today for using the Internet on mobiles. WAP 

browser is available for mobiles for using the Internet 

services like tickets booking, food order, and e-banking at 

any time.WAP browser is available with full graphic display 

and it include a micro browser. The main function of WAP is 

to communication with web server installed in the mobile 

phone networks [1].The security protocols are used in 

between when there is communication required between 

client and server for accessing the Internet from web server. 

The WTLS protocol is designed for wireless application 

which is required for client and the server to authenticate for 

wireless transaction. The TLS Protocol is used for providing 

a communication between the client and server to 

authenticate with each other for wired transaction. In 

between the gateway two way encryption and decryption is 

used between the client and server for wireless networks and 

wired networks. The problem was that when wireless client 

was to communicate with wired server all the request for 

communication goes to gateway .The gateway encrypts all 

the wireless traffic and decrypt by the client for wireless 

transactions. The gateway then converts all the wireless 

protocols in to wired protocols when communication has to 

pass through wireless client to wired server.Re-enryption us 

required in between the gateway for transferring all the 

packets from wireless client to wired server. The problem of 

Re-encryption is that the data of wireless networks can be 

hacked by any one because data is in air. To solving the 

problem of Re-encryption one new security protocol has 

been introduced which will work in between the gateway. 

This new introduced protocol will work for providing the 

common security for wireless network and wired networks. 

The remaining structure of paper is as follows. Section II 

describes the review of literature for security protocol used 

in wireless and wired server. Section III describes the Re-

encryption problem what is Re-encryption, how it take place. 

Section IV describes the solution of Re-encryption. Section 

V discuss about the use of paging in between the gateway so 

that end to end security problem is improved. Section VI 

concludes the paper. 

2. REVIEW OF LITRATURE FOR 

SECURITY PROTOCOL USED IN 

WIRLESS AND WIRED SERVER 

The literature has study for protocol used by wireless client 

and wired server. The WTLS protocol is based on the 

transport Layer security protocol (TLS). The main idea 

behind the WTLS and TLS is same which provide the 

communication between the mobile client and web server 

[2].The WAP gateway is a act as bridge between the WTLS 

and TLS security protocol. When the WAP client and web 

server exchanges the data between the TLS and WTLS 

protocol and all the communication held between them is 

unencrypted for a small fraction of time inside the WAP 

gateway [3]. From the SSL and TLS security protocol 

provides a security on Internet when transaction take place 

.In the similar way WTLS is working for mobile phones for 

any kind of e-commerce transaction over the wireless 

Internet [4]. The main difference between the TLS and 

WTLS is on the base of performance evaluation is that the 

client side activity is performed on WTLS rather than TLS 

.The use of  mobile phone for Internet is low processing 

power and low data transfer rate of wireless transaction ,in 

that case some precautions are required from the side of 

WTLS[5]. WAP devices use WTLS instead of SSL, due to 

the assumed WAP client resource constraint, the basic WAP 

configuration involves a WAP gateway that translates 

between the various WAP protocol and the corresponding 

Internet protocol [6]. . WTLS is based on TLS, but there are 

a few differences in the wireless version that specifically 
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relate to the low bandwidth and memory requirements of 

current mobile data communications [7]. Future versions of 

the WAP specification may address shortcomings in WTLS. 

The transport layer used E-commerce to E-commerce 

security specification which is used for the elimination of the 

decryption and re-encryption in the WAP gateway is called 

WAP Forum draft. Here, a WAP client’s request would be 

redirected using an XML document [8]. WTLS is getting 

popular day by day for providing privacy, data integrity, 

authentication for application used by mobile phones and for 

other wireless devices like PDA and cellular phones. 

Millions of devices using WTLS are expected to be 

worldwide before the end of the year 2000 [9].  

A web service used for the mobile phones is increasingly day 

by day but still there is one problem of mobile security [10]. 

Secure communication is an intrinsic requirement of today’s 

world of on-line transactions. Whether exchanging financial, 

business or personal information, people want to know with 

whom they are communicating (authentication) and they 

wish to ensure that the information is neither modified (data 

integrity) nor disclosed (confidentiality) in transit[11]. Most 

of the text in the WTLS specification has been adopted word 

to word, from the TLS specification. However, many of the 

changes that were made by WAP Forum have led to security 

problems [12]. Both side authentications in web services the 

certificate is used for the identification of valid user and 

valid server. This authentication is required to determine 

whether valid user is connected to valid web site [13]. The 

effectiveness of this protection depends on a variety of 

mostly unrelated issues such as cryptographic key size, 

protocol design, and password selection [14].  

Gateway is necessary for the transfer of from one protocol to 

another protocol .Without gateway it is not possible to 

communicate between the wireless client and web server 

when different language is used [15]. The goal of the WAP 

Forum is to develop an open, freely licensed specification 

that is not tied to any network technology, or to any specific 

device [16]. The WAP standard specifies both a protocol and 

a format, named Wireless Markup Language (WML) being 

the WAP analogy to HTML used by HTTP [17]. WAP was 

designed to work not only with GSM but most other digital 

wireless telephone networks [18]. Due to the consequent 

separation of the wireless world from the wired world within 

WAP, a complete protocol conversion is performed in the 

WAP gateway. As a consequence, a decryption and 

reencryption between WTLS and SSL/TLS and vice-versa 

takes place, and data is available in clear text [19]. 

3. REENCRYPTION PROBLEM  

The Re-encryption problem occurs in between the gateway 

because of two encryption techniques are required in 

between the wireless client and wired server. A WAP client 

use mobile phone for accessing the information on Internet. 

At one end wireless client is used and at the other end wired 

server is used. In between these two communication, the 

gateway is used which acts as intermediate between the 

wireless client and www server. The gateway acts as request 

and response between the wireless client and www server. 

The first request goes to gateway through WAP client using 

WML (wireless markup language).The gateway pass all the 

WAP traffic to www server which use HTML (Hypertext 

Markup Language).The security protocols are used by WAP 

and WWW server are WTLS and TLS. The first security 

protocol is used named as WTLS for wireless client who use 

mobile phone for accessing the data on the Internet. The 

second protocol is used named as TLS for www server. One 

encryption algorithm works for WAP in gateway which 

encrypts all the wireless traffic and send it back to WAP 

client for Decryption. Again for the next time encryption is 

done by wired server. When two encryption are used then 

there is reason for end to end security problem. These two 

time encryption problem cause a reason for hacking the data 

because data is in air when next encryption take place after 

decryption .The end to end security problem also occurs 

because there is no end to end security directly from WAP 

client to www server. 

  Fig 1: Gateway Re-encryption 

The above diagram has shown the concept of Re-encryption. 

This problem occurs in between the gateway when two 

security protocols are used.  

4. SOLUTION OF RE-ENCRYPTION 

The problem of re-encryption is solved by changing the 

route of gateway encryption directly from WAP client to 

www server. The flowchart of solution of re-encryption is as 

follows. 
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Fig 2: Flowchart of Re-encryption solution

The gateway is used in between wireless client and www server to provide a communication from client to server. The gateway 

communication is like two way pathway in which one pathway is used for sending the request and other pathway is used for 

requesting the request. Two protocols are used for request and response from WAP client to www server. If two protocols are 

used for security purpose, the problem of end to end security and re-encryption problem occurs. 

Instead of using two protocols only one would be used which works for both wireless and wired device. In the review of 

literature most of the authors have discussed about the WAP gap which means data can be hacked by unauthorized user when 

data is in the air. My contribution here is to provide the solution for re-encryption and also for the solution for providing end to 

end security. All the WAP devices communicate with www server not directly but through a common intermediate which is 

called gateway. 

5. USE OF PAGING IN THE GATEWAY 

Paging is used for fast retrieval and for storing the data. When any of WAP clients want to access the pages from the Internet   

then the entire request pass from gateway to server. If the requested page available in server then the browser will open that 

particular requested page otherwise it gives an error of page not found on mini browser of mobile phones .paging is done by 

searching a particular page in page look up table. The structure of paging is as follows. 
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Fig 3: Implementation of Paging 

In the above diagram the paging represent how the pages are 

store on server. The WAP client receives all the data from 

gateway .Now the gateway act as server for WAP client. In 

actual the data arrives from www server. But for the wireless 

devices it seems to like that the data is arriving from 

gateway. Two way handshaking is used for accessing the 

data from server. It seems that the data is arriving from 

gateway. Two way handshaking is used for accessing the 

data from server. When client use Internet on their mobile 

phone for accessing any website, the direct path should be 

from mobile client to main server. When there is no point to 

point accessibility then the problem of end to end security 

and man in middle attacks can occur. My contribution here is 

to change the root of encryption technique from gateway to 

direct server. Now the encryption algorithm takes place in 

main server. Instead of using two security protocol one for 

wired and another for wireless a common security protocol is 

used for solving the problem of re-encryption. Now WAP 

client is acting as actual client and www server is acting as 

actual server 

Both client and server authenticate each other by sending 

certificate for originality. The authentication can be one way 

where only client send the request to server without knowing 

which server is actually replying. Second way of 

authentication is two way authentications where client and 

server agreed upon by sending a certificate of originality. 

6. CONCLUSION 

The paper has discussed about the use of paging as database 

for storing the WAP data. This paper focused on Re-

encryption problem which occurs in the WAP gateway. The 

review of the literature for both security protocols like 

wireless and wired device have already discussed in this 

paper. In future new solution can be provided for the fast 

retrieval of data from the web server. The entire problem 

related to gateway security can be improved in future. This 

paper focuses on resolution of Re-encryption by providing 

the paging in between the gateway. Two encryption and 

decryption cause a problem of security in between the 

gateway. Instead of using two encryption and decryption it 

would be possible to use one common encryption and 

decryption in the both end of network. 
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