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ABSTRACT

An organization requires that WLAN must address three
critical areas: Data Confidentiality and Integrity,
Authentication and Access Control and Intrusion Detection
and Prevention. By the growth of Wireless Network, so many
security threats have also been raised that does not require
much expertise and expensive equipment to launch an attack
against an organization. Such attacks are initiated from inside
or outside at a great distance using readily available standard
wireless equipment. These days the WLAN system is
migrating from Pre-RSNA methods of Security to the RSNA
and using WPA/WPA2 with AES encryption, in conjunction
with 802.1x authentication for providing a security to WLANS
and at the same time wireless intrusion detection and
prevention systems are being made more capable and easier to
manage but still wireless security solution in place are
vulnerable to malicious attacks and need to be kept reviewed
as per standard of IEEE as well of Wi-Fi Alliance and beyond
it. WLAN vendors and researchers look into it and try to
ensure the solution to the problem.

MAC address spoofing refers to the getting the MAC address
of other network card and using it on the network for
misrepresentation and illegitimate use. This paper helps the
community at large in knowing several security tools. These
tools scan whole network and provide various information of
node(s) within the node to the malicious node (attacker), the
node which intend to attack the network and spoof MAC
address and breaches the security. This MAC address is
continuously sent over at Wi-Fi networks, even if they use
secure WEP/WPA Encryption. The node with fake MAC
address masquerade as an authorized wireless access point or
as an authorized client. Such node launches denial of service
attacks, bypass access control mechanisms, or falsely
advertise services to wireless clients.
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1. INTRODUCTION

Public wireless networks are convenient, but it is dangerous if
they do not employ current RSNA methods of network
security that are standardized by IEEE and Wi-Fi alliance
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even if they are properly secured by making use of these
standards, connecting to them might be risky. Whenever
possible, one must connect to wireless networks that require a
network security key or have some other form of security,
such as a certificate [1]. The information sent over such
networks is encrypted.

It protects the connecting devices from unauthorized access. If
one connects to a network that's not secure, it is possible that
any malicious node with the right tools can easily know
everything and it can do that one do on his/her device, sees
websites and the files he/she send and receive, the user names
and passwords one use for log-in purpose even personal
information such as bank records, online banking passwords,
statements of accounts and important data are not secure in
such unsecured network. Security is also required for a
wireless network one owns, it is important because the
network's signal go beyond the boundaries of home and
organization [2]. The nodes, nearby of such network might be
able to access the information stored on authorized nodes and
can use Internet connection to log on the web.

A device that connects to a network requires internal or
external wireless network adapter or network interface
card(NIC). In MAC spoofing the physical address hardwired
in NIC is the main point of vulnerability. Efforts are made to
point out such weakness and provide its countermeasure [2].
A network attacker can use a protocol analyzer to know a
valid MAC address[15].

2. BACKGROUND

Primary factors for security in a wireless environment are: 1.
Theft: Unauthorized users often try stealing data. 2. Access
Control: Wireless networks have all the same access control
vulnerabilities as wired networks; even it can be easily
targeted. 3. Authentication: Unauthorized users can also log
onto them illegally. 4. Encryption : Wireless routers support
medium and strong levels of encryption 5. Protection: The
best protection is to become familiar with WLAN and
wireless router.

Proper measures are : Older wireless network points have two
basic security methods: MAC address filtering and Wired
Equivalent Privacy (WEP)[5]. Both MAC and WEP offer
only very basic security and the risks are associated with
them. Newer versions of wireless network points make use of
2 additional security methods. The first is the Wireless
Application Protocol (WAP), of which there are several
variations. An access point may also support the Remote
Authentication Dial In User Service (RADIUS), a protocol
that works in conjunction with Network Operating Systems
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such as Windows, UNIX or Linux servers. Wireless LANS,
because of their broadcast nature, require the addition of:
User authentication to prevent unauthorized access to network
resources ¢ Data privacy to protect the integrity and privacy of
transmitted data.

The 802.11 specification stipulates two mechanisms: 1. open
authentication and 2.shared key authentication. Two other
mechanisms: the Service Set Identifier (SSID) and
authentication by client Media Access Control (MAC) address
are also commonly used. MAC address spoofing is possible in
802.11 network interface cards (NICs) that allow the
universally administered address (UAA) to be overwritten
with a locally administered address (LAA)[6]. A network
attacker can use a protocol analyzer to determine a valid MAC
address. Wi-Fi Protected Access (WPA) and Wi-Fi Protected
Access Il (WPA2) are two security protocols and security
certification programs developed by the Wi-Fi Alliance to
secure wireless computer networks. Since the approval of the
IEEE 802.11-2007, Revision of IEEE Std 802.11-1999,
Security on their wireless networks has been improved by
making use of CCMP (Counter Mode with Cipher Block
Chaining Message Authentication Code protocol). CCMP
uses AES (Advanced Encryption Standard) as opposed to the
RC4 streaming cipher found in implementations of WEP
(Wired Equivalent Privacy) and TKIP (Temporal Key
Integrity Protocol).

MAC spoofing is an important technique which can be
beneficial for some reasons as some Internet Service Provider
bind their services to a specific MAC address if NIC damages
the users can change with New NIC and spoof it as old one [2,
7]. Similarly some software licenses are bound to a specific
Mac address and thus require MAC spoofing in case of
damage of old one.

But at the same time some vulnerability is taken into account
as its negative effects. These are as follows [2, 7]:

1.  MAC spoofing can be done to get access of wireless
network.

2. MAC spoofing can be result in illegitimate use of
Wireless Network for any kind of crime.

3. Internet Service Provider bind their services to a
specific MAC address, unauthorized node may access
of the service by using MAC address of authorised user.

4.  Some software licences are based on MAC address, one
malicious node uses it as authentic user.

These are very well known vulnerabilities but the problem is
that one is not able to solve the problem because:

1. It is possible to track illegal Internet traffic to a specific
IP and to retrieve the name and address of the IP’s
registrant, not of the illegal MAC spoofer.

2. MAC address is continuously being sent over Wi-Fi
networks, even if they use secure WEP/WPA
Encryption.

3. Impact of MAC spoofing is that approximately 50% of
all traffic that is required to go to the default gateway
but goes to targeted computer. The remaining client on
the network will be unable to communicate with their
default gateway.

4. Mac address filtering is also no solution for the
organization.

But even some solutions are there to solve the problem of
MAC spoofing:

1 OS can check the MAC address entries and delete it
automatically if there is some change in it.

2. MAC address at ARP can be compared with that of
MAC address through OS whenever packets arrive to it

3. MAC address are stored in OS and received from OS, it
can be checked directly from NIC.

4.  Association of MAC address with IP address can solve
the problem.

5. Encryption of the communication between the wireless
PC and access point can also be used as a solution to the
problem.

3. TOOLS AND MTHODS

An Intruder has several ways to attack on a wireless network.
The easiest method of attack is MAC spoofing by which
malicious node can impersonate as an authorized wireless
access point or as an authorized client. It can launch denial of
service attacks, bypass access control mechanisms, or falsely
advertise services to wireless clients. There are several tools
by which one can come to know the physical address of any
node in the network. These IP Scanner is a free, fast and easy-
to-use network scanner. IP Scanner is able to locate all the
computers on wired or wireless local network and conduct a
scan of their ports. It can detect all the IP addresses on any
Wi-Fi network. Even advanced IP Scanner, can wake up and
shut down remote groups of Windows machines. The list are
as follows : Advanced IP Scanner 2.2.224, Colasoft MAC
Scanner Pro 2.2, Angry IP Scanner 2.x, IPScan-11.The tool
which has been used for scanning the network is free open
source Angry IP scanner[15].

-
u'% Angry IP Scanner 2.21 o B
File Goto Commands Favorites Options  Utils Help
Prange: | 172. 16 . 0 . 84 1o | 172 . . @ start
Hostname: ’HIFIF‘E— EJ ﬂ E Thieads[ 0
IP ol | Ping oi | Hostname
‘1?2.18.0 a4 1ms STUDEMT-E0EZ5RC
. 17216.0.85 2Bms SUNNY-DAF3AEAST
. 172.16.0.86 Dead M/S
Dead
. 1?2 16.0.89 Dead M/S
. 172.16.0.90 Dead M/S
. 172.16.0.91 Diead M/S
. 172.16.0.92 Diead M/S
. 17216.0.93 Dead M/S
. 172.16.0.94 Diead M/S
. 17216.0.95 Diead M/S
. 17216.0.96 Dead M/S
. 172.16.0.97 Dead M/S il
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Fig. 1: Scanning Result of Angry IP Scanner

It is a very fast IP address and port scanner. It can scan IP
addresses in any range as well as any their ports. It is cross-
platform and lightweight. Angry IP scanner simply pings each
IP address to check if it's alive, then optionally it is resolving
its hostname, determines the MAC address, scans ports, etc. It
also has additional features, like NetBIOS information
(computer name, workgroup name, and currently logged in
Windows user), favorite IP address ranges, web server
detection, customizable openers, etc. There are currently two
different versions available: New cross-platform version, 3.x -
still in beta, Old Windows-only version, 2.x. which can be
used for scanning purpose.
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SMAC is a powerful MAC Address Spoofer for Windows 7,
VISTA, 2008, 2003, XP, 2000 systems. SMAC is developed
by Certified Professionals (CISSP, CISA, CIPP, and MCSE
SMAC capabilities are: 1. Automatically Activate new MAC
Address right after changing it. 2. Show the manufacturer of
the MAC Address. 3. Randomly generate any New MAC
Address or based on a selected manufacturer. 4. Pre-load
MAC Addresses List and choose the new MAC address from
the list[11].

s SMAC 2,0 [WBEM On] Professional Edition

Fle View Options Help

ID Active | Spoofed | Network Adapter IP Address

0010 |Yes |Yes | Intel(R) PRO/Wireless 2815ABG Network Canne.

Active MAC
(10-70-55-AA-66-7

0013 ‘es Yes Broadcom Nefxtreme 57xx Gigabit Controller-P...  0.0.0.0 00-70-55-AA-66-7
0008 Yes No Bluetoath Personal Area Network from TOSHIBA. 0000 00-10-C6-EE-DB-
0015 Yes No Vhiware Virual Ethemet Adapter for Vinet1 192.168.153.1 00-50-56-C0-00-0
0016 Yes No Vivware Virual Ethemet Adapter for Vidnets 192168177 00-50-56-C0-00-0
[¥ Show Only Active Network Adapters Updats MAC | Remave MAC
New Spoofed MAC Address M
00 70 55 A 6 A J Restart Adapter | IPConfig
- - - - - x
Random | MAC List
‘ ﬂ Refresh | Exit

Spoofed MAC Address MNetwork Connection

‘DD-?U-ES-AME-?A ﬂ Mire\ess Network Connection

Active MAC Address Hardware 1D

(00-70-55-AA-BE-7A & | fpeitven_8086dev_d223subsys_10208086

QOriginal MAC Address
[00-13-CE-C3-C49C |

Disclaimer. Use this program atyour own risk. We are not responsibl
for any darmage that may occur to any system. This program is notto

Fig. 2 : SMAC Address Changer

Technitium MAC Address Changer or TMAC can change
(spoof) Media Access Control (MAC) Address of Network
Interface Card (NIC) or Wireless Network Card (Wi-Fi),
irrespective of the NIC's drivers or its manufacturer[10]. It has
many new features which can to change IP Address, Gateway,
DNS Servers, IPv6 support, enable/disable DHCP in one
click, network configuration presets and also many other
features.

Technitium MAC Address Changer v6 - by Shreyas Zare

= | o i

File Action Optiens Help

OPNET Technologies is a software business organization that
provides performance analysis for computer networks and
applications. OPNET is leader in the modeling, simulation,
and analysis of strategic and tactical defence communications
networks and net-centric applications. OPNET provides
simulator for an in-depth understanding of networking
technologies and protocols (e.g., IP, IPv6, HAIPE, LTE,
MANET, MPLS, QoS, VolIP, and VPN, etc.), optimization
techniques, and best practice methodologies in constructive
modelling. OPNET IT Guru Academic Edition is a utility
designed with educational purposes in mind, specifically to
help users be introduced to the domain of networking. By the
use of OPNET IT Guru Academic Edition a simulation test
bed scenario has bee created for WLANJ16].

4. RESULTS AND DISCUSSION

4.1 Testbed

A typical scenario of WLAN is developed in which different
nodes are considered connecting through an access points. A
WLAN includes a leased line or wired internet at the back, the
same is connected to the server through router and various
access points are connected through different switches. These
access points are points where WLAN users log-on to connect
the nets. The present testbed can try to spoof the access points
as well any nodes.

Ba Project: wlan Scenario: scenariol [Subnet: top.Campus Network]
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Config ID {C7AD343C-14D 2-455C-BRA3-ACAIESEO21AR}

Driginal MAC Address
0OC-60-76-29-46-45

Active MAC Address
0OC-60-76-23-46-45 (Inactive: 00-26-CE-01-43-88)

TCPAPv4: Enabled TCP/IP¥6: Enabled

Hon Hai Precision Ind. Co.Ltd. [Addiess: NO.152E

Hon Hai Precision Ind. Co.Ltd. [Address: NO.152E

Change MAC Address
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Change Naw|
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Festare Original

Fig. 3: TMAC Address Changer

Fig. 4: Typical WLAN Scenario

A free open source Angry IP scanner scans the WLAN
network and shows dead and alive nodes with their MAC
Address that means providing various information of node(s)
to the malicious node (attacker) that may result in MAC
address spoofing and in turn breaching the security.
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Fig. 5: IP Scanner shows MAC Address

Advanced ip scanner has also been used and they provide
more advanced features which on the one hand are very useful
for the Tester for WLAN networks but handy information also
hackers. The problem is that MAC address is continuously
being sent over Wi-Fi networks, even WEP/WPA Encryption
technique is being used that means no security from such
spoofing.

() Advanced IP Scanner | [
File Actions Settings View Help

=N &l El- Like us o
PN/ PC @@ ®EE GRS
172.16.0.84 - 172.16.090 -

Results | Favorites

Status Name I?:' Manufacturer MAC address
A STUDENT-50E25BC 17216084 Intel Corporati... 00:19:D1:9E:D8:51
Al SUNNY-DAF3AGABL 17216085  Intel Corporste  00:26:06:01:A3:88
Al 172.160.88 17216088  Intel Corporati.. 00:19:DL.9E:F5:34
a4 HIFI-PC 17216089  Hon Hai Preci... 0C:60:76:28:A6:45

@ Apache/2217 (..

Fig. 6: Advanced IP Scanner

4.2 Scanning Test

Ping and arp tables produce the same test result and shows
that such scanner are trust worthy for positive scanning for
ethical hackers as well for intruders

EX C:\Windows\systern32\cmd.exe
Minimum = 49ms,. Maximum = 1B5ms,. Average = Bims

C:\Users“HIFI »arp —a

Interface: 172.16.111.112 ——— Bxc

Internet Address Phyzical Address Type

172.16.8.2 bc—62-6d-55—ee-2e dynamic
172 16_8.67 bc—62-6d-57-3c-53 dynanmic
172 _ 16_.08.78 AA-02—-44—fB—11-47 dynamic
172.16.0.82 A8-02-44-fB-11-4d dynamic
172.16.0.84 A@-19-d1-%e—db-71 dynamic
172 .16.0.85 Ad-26—c6-—A1-a3-88 dynamic
172.16.0.92 A-02-44-fBA-18-a3 dynamic
172.16.0.93 he—77-37-7d-86-27 dynanic

Fig. 7: Scanning Thrc;l]gh' Piné Produces Same
Result.

4.3 Spoofing

There are various ways by which one can easily change the
MAC address as desired. Typically following 3 ways are
common:

1. One can change the MAC address through device manager
of the System.

Broadcom 802.115/g WLAN Properties e

General | Advanced | Driver | Details | Resources

The following properties are available for this network adapter. Click
the property you want to change on the left, and then select its value
on the right

Property: Value:
Afterbumer »  (* |021FBC605197
AP Compatibility Mode
Bluetooth Collaboration
BSS PLCP Header

Fragmentation Threshold

Administered MAC Adre

" Mot Present

Location
Mirimum Power Consumption

Miced Cell Support

Power Qutput

Priority & VLAN

Rate

Roam Tendency

Roaming Decision e

o

Fig. 8: Changing MAC Address through Device
Manager

2. One can also change the MAC address through editing
the Registry of the System. The Method is shown
through the following picture:

Fig. 9: MAC Changing through Registry Editor

3. The MAC address can be changed through the MAC
address Changer such as TMAC and SMAC softwares.
The Changed MAC address has been show through the
following picture.

Fig. 10: MAC Address change in just one Minute

The changed MAC address can be verified through
IPCONFIG /ALL command at the DOS prompt.
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Connection-specific DNS Suffix . :

Description : Broadcom 802, 11b/g WLAN
PhEsical Address 1 02-1F-8C-60-51-97

DH HE
AutoconfiTuration Enabled
ink-local IPv6 Address . .

[Pv4 Add i 172.16.0,89(Preferred)
: 200.295,0.0

Fig. 11: Verification of Changed MAC address

The same can also be verified through IP scanner used earlier.

LY
: 1e30::3800: bl eleb: ddod12(Pred

(BN

“‘% Angry IP Scanner 2.21

File Gete Commands Faverites Options Utils Help

Prange: [ 172. 16 . 0 . B9 o[ 172 16 . 0 . 89 Ostan|
=
=

IP o ‘F‘ing ¥ | Hostname @i |MACAddr.. @i |
i 172.16.0.89 Oms HIFI-FC 02-1F-8C-60-51-97

Feady

Fig. 12: Spoofed MAC Address at WLAN

The Changed MAC address of malicious node is not traceable
the other node or server in the same wireless network catches
the fake address of the malicious unauthorized node as the
authorized legitimate user. The following result captured
through author node points out the same.

% Angry IP Scanner 2.21 | ﬂ

Eile Goto Commands Eawvortes Options Utils  Help

IPrange | 172 . 186 il 8 o | 172 . 16 1] 30 Ostan|
=
Hostname: |sumny-daf9a6a81 PG | BB BT €| Threads| 0 -

IP @ i | Ping @ i | Hostname o i |MACAddr e i |
[ JEEES 0 ms sunny-dafiabadl  O0-26-CE-01-43-
@ 17216086 Dead /S NS
@ 17216087 Dead /S NS
@ 17216088 5 ms HMRITM-FECE A
@ 17216089 37 ms HIFI-PC 02-1F-BC-60-51-87
@ 17216090 Dead NS NS

Feady

Fig. 13: Malicious Node having Spoofed Address

5. CONCLUSION

There is always question “Are we really safe while on
WLAN” ? The answers to this question varies according to
WLAN scenario. Typically WLAN may be in one of the form
: Home and SOHO WLAN security, Small Business WLAN
security, Medium to large Enterprise WLAN security,
Military grade maximum level WLAN security. The Security
actually depends on what kind of security WLAN groups
requires. Sometimes data is of utmost important and need high
security and cost to it does not matter. The standardized

method for small business WLAN is 802.1x and PEAP or
TTLS authentication. EAP-TLS or PEAP-EAP-TLS using
"soft" Digital Certificates (certificates that are stored on the
user's hard drive) would be the recommended authentication
method for Medium to large Enterprise security level.

In Military grade maximum level WLAN security, the
certificates is stored inside an HSM (Hardware Security
Modules also known as Cryptographic Modules for server
side applications, that costs thousands of dollars in the form of
a tamper resistant external module) which are typically in the
form of a USB dongle of the size of two fingers carried on a
person's key chain or a smartcard.

To conclude, This paper suggest the way for Home and Small
Office WLAN that secure such network from various threats
as pointed out. Surely. These solutions are economical and
methods are: OS need to be dynamic. MAC address at ARP
can be compared with that of MAC address through OS.
MAC addresses are to be checked directly from NIC.
Association of MAC address with IP address can solve the
problem and also encryption of the communication between
the wireless PC and access point can also be used as a solution
to the problem.
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